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Importance of Pointer Analysis

* Pointer analysis is a key component of various software engineering tools

Automatic Program Repair Tools Symbolic Execution Tool

“we first perform pointer analysis on the whole program” “In Fhis pPaper, we propose d novel approach. that USSS

“Pointer analyses of different sensitivities can be used to increase ~ Pointer alias analysis to group memory objects ...
the precision of the analysis or to improve the analysis speed.” -Kapus and Cadar. [FSE 19]

-Gao et al. [ICSE 15]
Bug Finder
“Another limitation comes from the pointer analysis.... 3 , , ,
To find memory leaks statically, ..., its underlying

context-insensitive may information is not precise enough...”

-Lee et al. [FSE 18]

pointer analysis must also be scalable and accurate”

-Sui et al. [TSE 14]
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Analysis Heuristics in Pointer Analysis

 Cost-effective pointer analyzer contains various analysis heuristics

Program » Pointer Analyzer »

,  Context sensitivity heuristics (which method calls should be analyzed precisely?)

Precise & scalable
analysis result

,' * Heap abstraction heuristics (which objects should be analyzed precisely?)

 Context tunneling heuristics (which context elements should be maintained?)



Necessity of Context Sensitivity Heuristics

e Full 2-object-sensitivity (20bj) is precise but too expensive

 Context insensitive analysis (ci) is cheap but imprecise
findbugs
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Necessity of Context Sensitivity Heuristics

e Full 2-object-sensitivity (20bj) is precise but too expensive

 Context insensitive analysis (ci) is cheap but imprecise
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Necessity of Context Sensitivity Heuristics

e Full 2-object-sensitivity (20bj) is precise but too expensive

 Context insensitive analysis (ci) is cheap but imprecise
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Necessity of Context Sensitivity Heuristics

 Context sensitivity heuristics assign different context for each method call

findbugs
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Current Trend on Designing Heuristics

* A recent trend in pointer analyses is use of graph-based heuristics

R ICE B

Graph Hleuristic Graph with classified nodes

11



Current Trend on Designing Heuristics

Graph Hleuristic Graph W|th cla55|ﬁed nodes

5 B v <S>, e B o " = - e - for AR B AR
D e - WL P8 . B B

ngram * }é * @ * %

Workflow of graph based heurlstlcs

12



Current Trend on Designing Heuristics

Program »

Programs are represented as  Graph
graphs via cheap pre-analysis
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Current Trend on Designing Heuristics

Use object Use field Use precision Use object Use CFL-
allocation graph  points-to graph flow graph allocation graph  reachability graph



Current Trend on Designing Heuristics

Jod @ » 3

Graph Heuristics classify
nodes in the graphs

Graph with classified nodes
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Current Trend on Designing Heuristics

Jod @ » 3

Heuristic

‘ : Apply 2-object sensitivity

‘ :Apply |-object sensitivity
O : Apply context insensitivity
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Problem

® However, it is a difficult task to design graph-based heuristics

ST % .>

Graph \Heuristic Graph with
e Classified nodes

* Need expertise

{* Need human effort




Our Goal

o Our goal is to automatically generate graph based heuristics without human effort

Program * }%D » l

Graph Automatically generated
graph-based heuristic

Graph with
classified nodes
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Previous Data-driven Program Analysis

* Prior data-driven program analyses require application specific features

Type| # ' Features Type| # Features g .
A é l(icabl 1varla_b}je1 A 1 T leaf function #  Description Calculation # Description Calculation
global variable . ..
2 function containing malloc . . ] ]
3 | structure field _ , : N 1  Number of variables in the block X¢ |X€| 1 Number of variables in the block X¢ | X<
4 location created by dynamic memory allocation 3 function containing realloc L U ' _ U L
5 | defined at one program point 4 | function containing a loo 2 Number of constraints in the factor X |7 (X 2 Number of constraints in the factor for X [ Z0(X )
prog p g p L] LI L L L
6 location potentially generated in library code 5 function containing an if statement ) Numb f1 head iables i X°NnX
: - _ : . . 3 Number of generators in the factor X¢ X€ 3 umper ot l00p head variables 1 ¢ XN Xg]
7 assigned a csmstant expression (e.g., x=cl +c2) 6 function containing a switch statement g L] |g IJ( u)l A Boolean. true if ¢ is in T ce T
8 compared w%th a constant expression (e.g..x<0) 7 function using a string-related library function 4 Number of 100p head variables in ¢ | X°NX H| > H H
9 compared with an other variable (e.g., x <'y) 3 write to a elobal variable . c. c 5 Score of variable x; Sc ORE(xi)
10 | negated in a conditional expression (e.g., if (!x)) 9 da ol § | variabl 5 Boolean, true if X€ is a subset of X X¢ C Xy ()
11 | directly used in malloc (e.g., malloc(x read a glooal variable . 6 Score of variable x; SCORE(x;
12 indirecil used in mallo(c (i = x(' r)rzalloc( )) 10 | write to a structure field 6 Boolean, true if ¢ is in ‘ZH CE ‘ZH . ! . !
: ¥ use Y =% y 7 Number of finite bounds for variable x; See text
13 | directly used in realloc (e.g., realloc(x)) 11 | read from a structure field 7  Number of variables in constraint ¢ |.XC€I. . .
14 | indirectly used in realloc (e.g., y = x; realloc(y)) 12 | directly return 8 Number of finite bounds for variable x; See text
12 fhg.mlilrewined flr(;m mau(if (e.g., x = malloc(e)) 13 | indirectly retur . . o o 9 Absolute value of constraint upper bound b |b|
mdireclly returned 1rom mallocC .
17 | directly returned from realloc (e.g., x = realloc(e)) i;} ‘duc‘ie.ctl};lretu:n Fe atu re S fo r a- P P rOXI I I l atl n g PO Iy h e d ra— j O I n 10 Boolean, true if upper bound b’ is oo See text
- indirectly retur . . Y
ig ?ndlrecuytrzn;med fr(om realloc+ 1 16 | directly return 11 Number of constraints coarsening partition See text
incremented by one (e.g., x =X T T . -— - — —_—
20 | incremented by a constant expr. (e.g., X = x + (1+2)) 17 | indirectly return a reallocated memory 11 Boolean, true if ¢ coarsens partition COARSI
21 | incremented by a variable (e.g., X =X +y) 18 | return expression involves field access oo . - M M M M
12 Boolean, true if ¢ is an equalit ois = t m t t
22 | decremented by one (e.g., x =x - 1) 19 | return value depends on a structure field d y e a u re S O r a P P rOXI a I ng C a go n l O I n
;i gecrementeg ‘Ey a coqst;nt (expr (e.:g., X =)x - (142)) 20 | return void
’5 rriflrggie;leby aycir\:str;i ) (E; ge'g)'(’ : ; j: é)y 21 | directly invoked with a constant —
26 | multiplied by a variable (e.g., x = x *y) g _Conslt(ar(llt 1s.§1assed t1(<) an argurlnent Class A (Signature features)
27 | incremented pointer (e.g., p++) Ivoked with an unknown value
;2 use(C:ll as an array index((e.g., a[[g) 24 | functions having no arguments Al ccj ava’ A9 “lang” A3 “sun” A4 C (),, A5 “void”
used 1n an array expr. (€.g., X[e 25 | functions having one argument « cp Ce g9 BPRT Copot . 3 Co g
30 retumed frorp an unknovan library function 26 | functions having more than one argument A6 Securlty A7 Int A8 util A9 Str ng A10 1nit
;é Egg;gzg 12232 Z {zizlr Sllgf function 27 | functions having an integer argument
33 | read inside a local loop P 28 | functions having a pointer argument .
B |34 | LABA (1LY 12) 29 | functions having a structure as an argument Class B (Additional features)
35 | 2A8A(11V12) B |30 | 2A (21 Vv 22)A(14V 15) . . .. . . .
36 | 1A (11V12) A (19 v 20) 31| 24 (21 v 22) A (14 V 15) B1 Methods con.talned in nested class B7  Methods conta¥n%ng s’Fat1c method 1gvocat19n H EEN
37 | 2/ 511 Vv 123 A 519 Vv 202 32 | 2A23A (14 V 15) B2 Methods taking multiple arguments B8 Methods containing virtual method invocation
QR 1/\ 11\/1‘) A 15\/16 AN O A OOy a /14 A s \ . . .
B3 Methods containing array load B9  Static method

B4 Methods containing local assignments B10 Methods containing a single heap allocation

Features for flow Features for context . =
sensitivity heuristics | sensitivity heuristics Features for context tunneling heuristics

L —  ————m———
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Previous Data-driven Program Analysis

PRI

* Prior data-driven program analyses require application specific features

Y-

b\ W

_ Type| # Features )
& A |1 local variable L
' 2 global variable
3 structure field X
) 4 location created by dynamic memory allocation '
. " 5 defined at one program point b
6 location potentially generated in library code ,
‘\ 7 assigned a constant expression (e.g., x =cl + c2) .
& 8 compared with a constant expression (e.g., X < ¢) {
" 9 compared with an other variable (e.g., x <'y) \ )
Y 3 10 | negated in a conditional expression (e.g., if (!x)) b
11 | directly used in malloc (e.g., malloc(x))
' 12 | indirectly used in malloc (e.g., y = x; malloc(y)) Y
13 | directly used in realloc (e.g., realloc(x)) )
14 | indirectly used in realloc (e.g., y = x; realloc(y)) “ !
) 15 | directly returned from malloc (e.g., x = malloc(e)) I
16 | indirectly returned from malloc
17 | directly returned from realloc (e.g., x = realloc(e)) A !
Y 18 | indirectly returned from realloc
x 19 | incremented by one (e.g., x =x+ 1) 2
20 | incremented by a constant expr. (e.g., X = X + (142)) )
\ 21 | incremented by a variable (e.g., X =X +Y) )
\ 22 | decremented by one (e.g., x =x - 1) \
: 23 | decremented by a constant expr (e.g., X = X - (142)) R
/ 24 | decremented by a variable (e.g., x =X -y) ,‘b'
. 25 | multiplied by a constant (e.g., X = x * 2) -"
! 26 | multiplied by a variable (e.g., x =X * y) '
27 | incremented pointer (e.g., p++) , ;
. 28 | used as an array index (e.g., a[x])
‘ \ 29 | used in an array expr. (e.g., x[e]) :
,' 30 | returned from an unknown library function
{ 31 | modified inside a recursive function '
4 32 | modified inside a local loop
(% 33 | read inside a local loop .
i B |34 | 1A8A(11V12) s
12 35 | 2A8A(11V12) £
3 36 | 1A (11V12) A (19 V 20) »
x. 37 | 2A(11V 12) A (19 V 20) |

w 3R | 1TAMTV19) A (15 1R)

Features for flow §

| o« o o o« e
¥ sensitivity heuristics

. K 2
8
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Previous Data-driven Program Analysis

PRI 230 i~ K= - ool <S8 ° gk - <. FaAFEX -7 — AN

* Prior data-driven prog analyses require application specific features

, V' , Type

# Features )

& | A 1 leaf function p

y 2 function containing malloc ) |
K 3 function containing realloc I‘

8 4 function containing a loop B

9 5 function containing an if statement '
;\ 6 function containing a switch statement \

& 7 function using a string-related library function {

'; 8 write to a global variable \ ,

) 9 read a global variable '

' 10 | write to a structure field
11 | read from a structure field "
12 | directly return a constant expression ! f
\ 13 | indirectly return a constant expression b
14 | directly return an allocated memory o
o 15 | indirectly return an allocated memory "

- 16 | directly return a reallocated memory A

17 | indirectly return a reallocated memory ‘
‘\ 18 | return expression involves field access :

& 19 | return value depends on a structure field {

i 20 | return void
| 21 | directly invoked with a constant N
22 | constant is passed to an argument g
g 23 | invoked with an unknown value !

'. 24 | functions having no arguments &

25 | functions having one argument y

\ 26 | functions having more than one argument |
~ 27 | functions having an integer argument '

4 28 | functions having a pointer argument ‘
> 29 | functions having a structure as an argument b |
I [B |30 | 2A(21V22)A(14V 15) b |

, ¢ 31 | 2A (21 Vv 22) A (14 V 15) -

i 32 | 2A23 A (14 V 15) |

[/ o AN A . aa . [ 4 A \ A

¥ Features for context §
I sensitivity heuristics §

- SN RO e e foe 8¢ Lo . — - g =524 o
- E o _ =~ LR " - . . _ 2_1



Previous Data-driven Program Analysis

* Prior data-driven progt
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‘
7y

!

([ J
,ﬂ.‘ PRAM ] N2 . a — "ARIR N
#  Description Calculation
1 Number of variables in the block X¢ | XE
2 Number of constraints in the factor X [Z,(X9)|
3 Number of generators in the factor X |GL(X)|
4 Number of loop head variables in ¢ |X¢ N Xyl
5 Boolean, true if X is a subset of Xy X¢ C Xy
6 Boolean, true if c is in 7y c €Iy
7  Number of variables in constraint ¢ | XC€I.

11 Boolean, true if ¢ coarsens partition

12 Boolean, true if c is an equality

—
COARSI

= Features for approximating Octagon join

Features for approximating Polyhedra join

# Description Calculation '
1 Number of variables in the block X¢ | XE ' )
2 Number of constraints in the factor for X | 7L (X9)I ‘
3 Number of loop head variables in ¢ X N Xyl

4 Boolean, true if ¢ is in 1g c €Iy

5 Score of variable x; SCORE(x;)

6 Score of variable x; SCORE(x;)

7 Number of finite bounds for variable x; See text

8 Number of finite bounds for variable x; See text

9 Absolute value of constraint upper bound b |b|

10  Boolean, true if upper bound b’ is co See text

11 Number of constraints coarsening partition See text

&

q
-«
N
~
)

| — —
Class A (Signature features)
Al  Sjava” A2 “lang” A3 “sun” A4 X)) A5  “void”
A6 “security” A7  “int” A8 “util” A9  “String” A10  “init”
Class B (Additional features)
B1 Methods contained in nested class B7  Methods containing static method invocation
B2 Methods taking multiple arguments B8 Methods containing virtual method invocation
B3 Methods containing array load B9  Static method

B4 Methods containing local assignments B10

Methods containing a single heap allocation

€

Features for context tunneling heuristics ™

o
Vo

oL ©



Previous Data-driven Program Analysis

* Prior data-driven program analyses require application specific f~atures

Type

Features

# i Type| # Features o .

A ; l:;;;ll;filiibllbe]e A ] leaf function #  Description Calculation Talculation
= © allc ~ . . . | —
etire fi 2 function containing malloc ) .

3| structure field . . 3| funct e 0 1 Number of variables in the block X | XE| XS |
4 | location created by dynamic memory allocation S unction containing realloc .
5 | defined at one program point 4 function containing a loop 2 Number of constraints in the factor lel | 2. (/\/[j)| 1 ZL(XE)]
6 location potentially generated in library code 5 function containing an if statement . c c ¢
| ) )l XN Xy
7 | assigned a constant expression (e.g., x = ¢l +¢2) 6 function containing a switch statement 3 Number of generators in the factor XL] |gl_| (XS o
3 compared w¥th a constant expression (e.g.,x<0) 7 function using a string-related library function 4 Number of 100p head variables in ¢ I H
9 compared with an other variable (e.g., x <'y) 3 write to a global variable Bool £ XC ; b - SCORE(xi)
10 | negated in a conditional expression (e.g., if (!x)) ) 5 oolean, true 1 1S a subset ~
11 | directly used in malloc (e.g., malloc(x)) 9 read a global variable . L ore of variable x; SCORE(X )
o . . - : 6 Boolean, true if ¢ is ir / /
12| indirectly used in malloc (e.g., y = x; malloc(y)) 10| write to a structure field ’ Number of finite bounds for variable x; See text
13 | directly used in realloc (e.g., realloc(x)) 11 | read from a structure field b £~ '
dire . 7  Number o : :
14 | indirectly used in realloc (e.g., y = x; realloc(y)) 12 directly return 8 Number of finite bounds for variable Xj See text
15 | directly returned from malloc (e.g., x = malloc(e)) 13 | indirectly retur 9 Absolute value of constraint upper bound b b
16 | indirectly returned from malloc . F f .
| , 14 1 t o . .
17 | directly returned from realloc (e.g., x = realloc(e)) 5 .dlZfCt };IretUin ea u re S o 10 Boolean, true if upper bound b’ is oo See text
18 | indirectly returned from realloc indirectly retut 1 : . e
. 1 Number of constraints coarsening partition See text
19 | incremented by one (e.g., x=x + 1) 16 | directly return a reallocated memors - &P
20 | incremented by a constant expr. (e.g., X = X + (1+2)) 17 | indirectly return a reallocates artition COARSI
21 | incremented by a variable (e.g., X =X + ) 18 . . F f e e ° e
1s an equalit o1is = t t t
2 | ety e ; quality eatures for approximating Octagon join
23 | decremented by a constant expr (e.g., X = X - (1+2)) 20
24 | decremented by a variable (e.g., x =x-y) 1
25 | multiplied by a constant (e.g., x =X * 2)
26 | multiplied by a variable (e.g., x =x *y) Class A (Signature features)
27 | incremented pointer (e.g., p++)
28 | used s aray indew (e, ) Al “java” A2 “lang” A3 “sun” A4 () A5 “void”
29 | used in an array expr. (e.g., x[e]) « A oo € v « . . o e
30 | returned from an unknown librarv * €than one argument A6 securlty A7 int A8 util A9 Strlng A10 it
:; mog?geg ?nsﬁe ! :‘CCUI‘SI"’ mg an integer argument
: modified inside » . :
33 | read insid ons having a pointer argument ”
B 34 |7 functions having a structure as an argument Class B (Additional features)
2N (21 V22)AN(14V 15 . . .. . . .
5 A 221 y 22; A g (14 v 1)5) B1 Methods contained in nested class B7 Methods containing static method invocation H E BN
2A23 A (14 V 15) B2 Methods taking multiple arguments B8  Methods containing virtual method invocation
2N 23 A —(14V 15) B3 Methods containing array load B9  Static method

B4 Methods containing local assignments B10 Methods containing a single heap allocation

| Features for context . of Object te
sem€ftivity heuristics = sensitivity heuristics Features'for context tunneling heuristics
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 Our technique does not require such application specific features

Learning Graph-based Heuristics for Pointer Analysis
without Handcrafting Application-Specific Features
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Our Technique: Graphick

Graphs of training programs Static Analyzer

/

Automatlcally generated feature

v

(‘horly 2ot { @ERIEIR(6-1 £+ Fost ) (Ot} @) -
APP')’ 2-type: {— W*—+m - } 29 features "
APP')’ I-type: {-"m m"- }Ioo features

Automatlcally generated graph-based context sensitivity heurlstlc

} 68 featu res
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How a Learned Heuristic VWorks

® A |learned heuristics classifies hodes with features |t contalns

: descrlbe topologlcal propertles ;

{ Analyze precisely: }

(@ {m
oo+ =
Given grap } Classified nodes

analyze precisely: n5, n6
Heuristic example analyze coarsely: others
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How a Learned Heuristic VWorks

Analyze preusely ‘

{m EETEDY
L

¢

| | [2000[000] |} ]
Given graph

Heuristic example

27




How a Learned Heuristic VWorks

[0,00],[2,00] | Predecessor.has at least
|__two outgoing edges |

[0,00],[0,00] Target node

< Successor has at least |
I two incoming edges }

28



How a Learned Heuristic VWorks

® A |learned heuristics classifies hodes with features |t contalns

: descrlbe topologlcal propertles ;

{ Analyze precisely: }

(@ {m
©o% =
Given grap } Classified nodes

analyze precisely: n5, n6
Heuristic example analyze coarsely: others
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How a Learned Heuristic VWorks

® Features in heuristic determine analysis performance

Analyze preusely '

{ [Ooo][200]
+ [Ooo] [0,00] }

Given graph Classified nodes

analyze precisely: n3, n4, n5, n6
Heuristic example  analyze coarsely: others
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Performance Highlight

Graphick successfully produces context-sensitivity and heap abstraction heuristics

eclipse jedit
| 10 Zipper[OOPSLA’ 8] |20bj: timeout 3000| - Alloc-based
; 8000 - 1;; He0
| - use PFG 3 1500
; E 6000 g 1250 (M3 hi
21 > ahjong
& % 4000 use OAG g use FPG
§ © 20OO_Graphick % 1 R
. SC&'GI"[FSE’ | 8] ci 500 -Graphick Type-based
.- 250 -

1100 1200 1300 1400 1500 1600 1700 1800

# of alarms

3000 3200 3400 3600 3800 4000 4200
# of alarms

precise
Context-sensitivity heuristics

Heap abstraction heuristics
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Performance Highlight

Graphick successfully produces context-sensitivity and heap abstraction heuristics

: eclipse
| 10 Zipper[OOPSLA’ 8] | 20bj: timeout
; 8000 A
§ £ 6000
3
81 L w| USE OAG
| o 2000_Graphick
B Scaler[FSE’I 8] ci
o

3000 3200 3400 3600 3800 4000 4200
# of alarms

precise
Context-sensitivity heuristics
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Performance Highlight

® Graphick successfully produces context-sensitivity and heap abstraction heuristics

jedit

so00] - Alloc-based

%

1750 -

"
E)’ 1500
£ .
= 12501Mahjong
L
oy 1000
> use FPG
O
- 750 III
m °
500‘GI"8.PhIC|( Type-based
250 A
1£OO 1ZbO 13b0 1400 1500 1600 1%00 léOO
# of alarms

Heap abstraction heuristics
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Performance Highlight

Graphick successfully produces context-sensitivity and heap abstraction heuristics

eclipse jedit
| 10 Zipper[OOPSLA’ 8] |20bj: timeout 3000| - Alloc-based
; 8000 - 1;; He0
| - use PFG 3 1500
; E 6000 g 1250 (M3 hi
21 > ahjong
& % 4000 use OAG g use FPG
§ © 20OO_Graphick % 1 R
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# of alarms

precise
Context-sensitivity heuristics

Heap abstraction heuristics
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Details



Feature Description Language

e A feature is a list of abstract nodes

Feature = NOCZE X Nade X Nade #of outgomg edges

oo o,oo], [0,3 76 oo] [Ooo ] ¢ 04] [000

; 0 oo] [o 7] ; [32 oo] [O 0o |

: 2}‘ |C|n
® An abstract node is a pair of intervals ‘ 2 e g dges|

A

| Node = Itv X Itv
Itv={[a,b] |a € N,b € NU c0,}
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How a Feature VVork

e A feature describes a topological property of nodes in graphs

@
i) (e D % &

Nodes which have 2 incoming edges and has a predecessor with 2 outgoing edges
where the predecessor has a predecessor with at least 2 outgoing edges

N5}

37



Our Technique: Graphick

Graphs of training programs Static Analyzer

\ /

Graphick

v
~How to learn heuristics from graphs of training programs?.-

{— m-’-_'m } Analyze very PreC|s
{-_'m m_'- } Analyze precisely

33




Learning Algorithm

* First, we find suitable labels for nodes in the graphs of training programs

Cost effective for the
training programs

graphs with labeled nodes

Graphs of
training programs

| Learning Minimal Abstractions

Liang et al. [POPL 1] |

39



Learning Algorithm

e Nodes with each label are transformed into a set of features

| EEBB-EI e e ),
O ) - GO - )

(- (=0 |
Ee 100 - GRS - |

graphs with
labeled nodes

40



Learning a Set of Features

 Our algorithm transforms all the labeled node into a set of features

learn

=y O {EEE-EE) o)
@1 ) - ORI - )




Learning a Set of Features

* To produce qualified features, we use the following score function:

The number of labeled nodes chosen by f

Score of a feature f =
The number of nodes chosen by f

42



Learning a Set of Features

 Our algorithm transforms all the labeled node into a set of features

learn

=y O {EEE-EE=) o)
@1 ) - ORI - )

* To produce qualified features, we use the following score function:

The number of labeled nodes chosen by f

Score of a feature f =
The number of nodes chosen by f

43



Learning a Feature

(1) Starts from the most general feature f:

44



Learning a Feature

(1) Starts from the most general feature f:

(2) Enumerate possible specified features from f and choose the best scored one:

[0,00],[140,00]>([0:00], [0:09]) .

[0,00],[0,140])»([0,80]; [0.01]) 2 cases
71 o) (IR
097, [0.00])-» (0801, [0:99]) <t scored)

[ maximum # of | | 7001 10.00) ({0,001, [140.000)

lincoming edges/2f 45

—+|[0,00],[ 140,00]

[0,00],[0, 140]

) L0900 s 0 ——
1 U
i )
J
b




Learning a Feature

(1) Starts from the most general feature f:

(2) Enumerate possible specified features from f and choose the best scored one:

best scored!

g
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Learning a Feature

(1) Starts from the most general feature f:

(2) Enumerate possible specified features from f and choose the best scored one:
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Learning a Feature

(1) Starts from the most general feature f:

(2) Enumerate possible specified features from f and choose the best scored one:
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Learning a Feature

(1) Starts from the most general feature f:

(2) Enumerate possible specified features from f and choose the best scored one:

[0,00],[140,00]>([0:00], [0:09]) .

[0,00],[0,140])»([0,80]; [0.01]) 2 cases
71 o) (IR
097, [0.00])-» (0801, [0:99]) <t scored)

[ maximum # of | | 7001 10.00) ({0,001, [140.000)
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Learning a Feature

(1) Starts from the most general feature f:

(2) Enumerate possible specified features from f and choose the best scored one:

[0,97], [0,0] | score : 0.06

(3) Repeat (2) until the specified feature has a better score than a hyper-parameter y:

- 7 (= 05

score :0.55
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Learning a Feature

* Too high value of ¥ results overfitting

{4 === training
— validation

—
(o))

(-
NN
]

(-
N
1

-
o
1

performance of learned heuristic
(00

1 1

0.1 0.2 013 Of4 OTS OT6 Of7 0.8 0.9
value of hyper parameter
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Learning a Feature

(1) Starts from the most general feature f:

(2) Enumerate possible specified features from f and chose the best scored one:
[0,97], [0,00]

(3) Repeat (2) until the specified feature has a better score than a hyper-parameter y:

[0,48], [0,00]|>[77,00], [140,00]] > ¥ (0.5)
(4) Relabel the nodes chosen from the feature (e.g.,‘ * O)
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Learning a Feature

(1) Starts from the most general feature f:

(2) Enumerate possible specified features from f and chose the best scored one:
[0,97], [0,00]

(3) Repeat (2) until the specified feature has a better score than a hyper-parameter y:

[0,48], [0,00]|>[77,00], [140,00]] > ¥ (0.5)
(4) Relabel the nodes chosen from the feature (e.g.,‘ * O)

(5) Repeat (1)~(4) until all the labeled nodes are covered.
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Our Framework: Graphick

Graphs over training programs Statlc Analyzer

Graphlck

Apply 2 Ob] {- [76,00], [0,00] [0 00] [43 00] *- N }
APP')’ 2-type: {— *-" 2,22, [90l).
APP')’ I-type {-" [46,00], [0.0]) | ([.00], 1109,c0] "-

Automatlcally generated graph based heurlstlc

} ]
M
:
} ] |
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Experiments




Settings
* Doop:

e State-of-the-art Java pointer analyzer

e Heuristic instances:

* Context sensitivity heuristic (we trained heuristic with 3 small programs)

* Heap abstraction heuristic (we trained heuristic with 4 small programs)
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Comparison to Graph-based Context Sensitivity Heuristics

* We use OAG, used in Scaler, to produce a context sensitivity heuristic

* From OAG, Graphick produces a competitive context-sensitivity heuristic

eclipse jedit
o 20bj: timeout Jobi: ti t
] . 1400 - ODj. timeou
ZLipper[OOPSLA’ 18 Scaler[FSE’ 18 - g
2000 - pper| ] . [ ] Zipper: timeout
| Vp
3G O
[T oo Use PFG C 1000 |
z ‘ é Use OAG z s001 Graphick
O (_g 4000 2 o
j © Graphick ©
1 B Scaler[FSE’18] . c
Cl 00 ci
0.
BdOO 3500 3400 3600 3500 4600 4500

2200 2400 2600 2800 3000 3200 3400

# of alarms
R # of alarms

precise
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Comparison to Graph-based Context Sensitivity Heuristics

* We use OAG, used in Scaler, to produce a context sensitivity heuristic

* From OAG, Graphick produces a competitive context-sensitivity heuristic

eclipse
10000 - 20bj: timeout
Zipper[OOPSLA'’18]
1% .| UsePFG
b7 g Use OAG
H(E ;? 4000
1 © | Graphick
B Scaler[FSE’ 8] ci

3000 3200 3400 3600 3800 4000 4200
# of alarms

precise
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Comparison to Graph-based Context Sensitivity Heuristics

* We use OAG, used in Scaler, to produce a context sensitivity heuristic

* From OAG, Graphick produces a competitive context-sensitivity heuristic

jedit
1400 - , 20bj: timeout
e 1900 Scaler[FSE'1 8] Zipper: timeout
1000 A .
so0{ Graphick

analysis time(s

N
o
o

Cl

N
o
o

2200 2400 2600 2800 3000 3200 3400

# of alarms
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Comparison to a Previous Data-driven Context Sensitivity Heuristic

e Comparison with a data-driven context-sensitivity heuristic learned with handcrafted features

® Without handcrafted features, Graphick produces a competitive context-sensitivity heuristic

eclipse Jedit
10000 A o« L
1400 - 20bj: timeout
Zipper: timeout
8000 - ~—~ 1200
~ { learned without } D 1000
£ v ' g E .
i £ ™1 {handcrafted features } S |
t), " | S ————— R yy 5007 Graph|ck
F 0 : -—
S i = 4000 learned with \, L 600
G ] -L e
| © Graphick handcrafted features} © .
Data OOPSLA’17] oo | Dataf OOPSLA’[ 7] ci
O -
3000 3200 3400 3600 3800 4000 4200 25'00 30'00 35'00 40'00 45'00 50'00

# of al
Of aiafims # of alarms

recise
P 00



Comparison to Heap Abstraction Heuristics

®* We use field-points-to graph (FPG), used in Mahjong, to produce heap abstraction heuristic

* From FPG, Graphick produces cost-effective heap-abstraction heuristic

ipC 7 bjects are repeened as aIIocation sites - bloat

M . 3500 -
Alloc-based: timeout Alloc-based: timeout

3000 - Mahlong[PLDl' | 7] 3000 - Mahjong: timeout

N
Ul
o
(&)
N
U1
o
o

_ GI’&phiCk Use FPG
l

N
o
o
o
N
o
o
o

=
U1
-
o

fast

analysis time(s)
[
o
o
o

analysis time(s)

| Objects are represented as types ,

=
-
o
o

| Graphick
Type-based oot [

1000 A

Typebased

500 A

O_
1200 1300 1400 1500 1600 1700 1800 1900 2000 1200 1300 1400 1500 1600 1700 1800 1900

# of alarms # of alarms

precise N



Summary

* VWe made Graphick to automatically generate graph-based analysis heuristics

* [wo key ideas are our feature descrlptlon Ianguage and Iearnlng algorlthm

| e Graphs Analyzer '\
\Feature = Node X Node X Node <
| Graphlck
Node = Itv X Itv
G5 {-*m+m
=

' Itv ={la,b] |a e N,b €N U o0,}

Thank you
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