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Static Program Analysis

e Automatically, statically, and soundly predict software behavior (e.g., bugs)
e Automatically: software analyzes software
e Statically: analyzing program source code without execution

e Soundly: program analysis finds all the bugs

* Widely used in software industry

N {5 = amazon ™
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Static Program Analysis

e Automatically,

e Static analyzer is a software that analyzes software

Program »

=) Analysis result




Static Program Analysis

statically,

e Static analyzer analyzes program source code without execution
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Static Program Analysis

soundly

e Static analyzer computes an over-approximation of program behavior
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Static Program Analysis

soundly

| Possible real executions |
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Static Program Analysis

of the real executions |
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Static Program Analysis

| Analyzer proved the program is bug-free |
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Static Program Analysis

, and soundly predic ~QILWALrC D ahavior (e.e.. bug

Analyzer finds all the bugs ﬁ«
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Static Program Analysis

,and soundly pref———"———"—""—"—"""")
4 Analyzer produced false alarm |

Program
states Error

states

Analysis result
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Static Program Analysis

* Widely used in software industry
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Long Standing Open Problem in Static Analysis

* How to achieve soundness, precision, and scalability at the same time!

Soundness < i E RS

Scale to large programs Report few false alarms

Scalability Precision

15



Long Standing Open Problem in Static Analysis

* How to achieve soundness, precision, and scalability at the same time!

Soundness < il HRTE

Produce too many false alarms

Report few false alarms

Scalability Precision

16

Scale to large programs




Long Standing Open Problem in Static Analysis

* How to achieve soundness, precision, and scalability at the same time!

Soundness < il HRTE

Unable to analyze large programs

Scale to large programs Report few false alarms

Scalability Precision
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Long Standing Open Problem in Static Analysis

* How to achieve soundness, precision, and scalability at the same time!

Soundness < i E RS

Scale to large programs / \ Report few false alarms

Scalability Precision
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Example: Selective Context Sensitivity

e Suppose we analyze the left example program

main(){

£0;//i]

f();//i2 J There are four methods (main, f, g, h)
f f—
(L{= g(10);//i3 * Which methods need to be analyzed precisely!? ’

y = g(-10)://i4 , |
assert (x > 0);//query| 1 e Which methods need to be analyzed coarsely? |

J
g(v){ret h(v);}//i5
h(v){ret v;}

Example program 0




Example: Selective Context Sensitivity

e Suppose we analyze the left example program

There are four methods (main, f, g, h)

i | * Which methods need to be analyzed precisely?|

x = g(10);//i3

_assert (x> 0)i//queryj | o Which methods need to be analyzed coarsely?

{OMEDIOBTEIN Aivays holds IR
h(v){ret v;} (x = 10)

Example program 2




Example: Selective Context Sensitivity

e Suppose we analyze the left example program

main(){

£0;//i]

f();//i2 J There are four methods (main, f, g, h)
f f—
(L{= g(10);//i3 * Which methods need to be analyzed precisely!? ’

y = g(-10)://i4 , |
assert (x > 0);//query| 1 e Which methods need to be analyzed coarsely? |

J
g(v){ret h(v);}//i5
h(v){ret v;}

Example program >




Example: Selective Context Sensitivity

* Precisely analyzing all the method calls makes the analysis precise but expensive

main(){ T\ ST
f();//i] i3 " fil,i3,i57| x = 10
f();//i2 o
J f )4 N = .
fOL main IZI'M» [, 'élg’ '4] [il,i4,i5] y=-10
x = g(10);//i3 [, % ¥] c
y = g(-10);//i4 NEEIR N 1o
assert (x > 0);//query [, ™, i2] [*,i2,i3] [i2,i3,i5]] * ~
J N
g(v){ret h(v);}//i5 ey 14 g '_5, h = _10
h(v){ret v;} | Apply 3-ctx : | [%,i2, 4] [i2,i4,i5]] ¥ =~

| {h.gfmain} ~

Example program 3-context sensitivity



Example: Selective Context Sensitivity

* Precisely analyzing all the method calls makes the analysis precise but expensive

main(){
f();//il
f();//i2

} il
01 [:]/D
x = g(10);//i3
y = g(-10);//i4
assert (x > 0);//query
}
g(v){ret h(v);}//i5
h(v){ret v;}

Example program

, Apply 3-ctx :
{hgfimain} >

3-context sensitivity



Soundness
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f();//t
f();//i2

A P

x = g(10);//i3
y = g(-10);//i4
assert (x > 0);//query

main

[, % ] 4
)

J
g(v){ret h(v);}//i5
h(v){ret v;}

Example program

£ i4
[*’*’”] —>

i2 [*’ ,|2]

, Can prove the query
g 3-context sensitivity

Context Sensitivity

alls makes the analysis precise but expensive
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Soundness

Context Sensitivity

| Scalability Precision

, Precisely analyzing all the methods is impractical ’

“Deep-context object-sensitive analyses are the most
precise in practice, but do not always scale well.”

- Smaragdakis et al. [2014] |

25



Example: Selective Context Sensitivity

* Coarsely analyzing all method calls is fast but makes the analysis imprecise

main(){

f();//il

f();//i2
J
f(){ maln 'I '2 |3 |4 |5 x=10o0r-10

x = g(10);//i3 10 or 10

y = g(-10);//i4

assert (x > 0);//query context-insensitive =
h | (O-ctx sensitivity) Apply 3 CtX : {}

Apply 2-ct
g(v){ret h(v);}//i5 Apply | ctx : {} |
h(v){ret v;} | pply |-ctx :{}
’ App|y 0 CtX : {h,g,f mam} |

Example program %



Exampl

e Coarsely analy

main(){
f();//il
f();//i2

J
fOL m
x=g(10);//i3

y = g(-10);//i4

J
g(v){ret h(v);}//i5
h(v){ret v;}

assert (x > 0);//query

Example program

Soundness

text Sensitivity

ut makes the analysis imprecise

Scalability Precision §

context-insensitive

(0-ctx sensitivity) , APP')’ 3 CIX : {}
Apply 2-ctx : {}

Apply |-ctx :{}

| Apply 0-ctx : {hgfymain} |

27



Soundness

Exampl text Sensitivity

Scalability Precision |

Coarsely analyzing all the methods is also impractical in practice

I”

| “for some applications,...precise context sensitivity is essentia

- Smaragdakis et al. [20 4] '-



Example: Selective Context Sensitivity

e Selective context sensitivity can make the analysis fast and precise

main(){
f();//il

£0);//i2 '5
f(){ maln i, '2
x =g(10);//i3 n -\ |5

y = g(-10);//i4
assert (x > 0);//query
} Selective context sens\kly
g(v){ret h(v):}//i5 N Apply 2-ctx:{h} |
h(v){ret v;} | Apply l-ctx:{g} |
Example program 20 Apply 0-ctx : {f, main} ?



Example: Selective Context Sensitivity

* Selective context sensitivity can make the analysis fast and precise

| Coarsely analyzed L___ o0y o.cox: f, main}



Example: Selective Context Sensitivity

* Selective context sensitivity can make the analysis fast and precise

5
y ,
L -
i4 | [4] |~ |[i4,i5)

, Precisely analyzed 2-cex: thy




Soundness Context Sensitivity

o Selg I<e the analysis fast and precise

main(

:8 ; | Scalablllty o PreC|5|on |5
{

()

|I|2
x = g(10);//i3 m -\ '5 10

y = g(-10);//i4

assert (x > 0);//query
) Selective context sensitivity

gvf{reth(vi¥/is\ ~ Apply 2-ctx |
h(viret vi | Gan prove the query | Apply I-coc:{g} |
Example program | Apply O-ctx : {f, main}




Challenge |
How can we fnd a good cIaSS|f‘cat|on7

| Apply l-ctx:{g} |
L Apply 0-ctx : {f, mainj|

33



Hard search problem:

(1) Large search space (e.g., (k + 1)/Methodly

(2) There are few good classifications

Challenge |
How can we f‘nd a good cIaSS|f‘cat|on7

| Apply I-ctx:{g} |
| Apply 0-ctx : {f, mainj|

34



Many analysis heuristics have been proposed

Hard search problem:

(1) Large search space (e.g., (k + 1)/Methodly

(2) There are few good classifications

Challenge |
How can we f‘nd a good cIaSS|f‘cat|on7

| Apply l-ctx:{g} |
f, 0-ctx : {f, mainj}

35



Static Analysis Needs Analysis Heuristics

* Modern static analyzers need analysis heuristics to become practical

Program» Analy5|s heuristic » Static Analyzer » Results

EX|st|ng manually de5|gned analy5|s heurlstlcs eii

, * “IFDS-based Context Debloating for Object-Sensitive Pointer Analysis™ [ASE 2023] \—‘Rﬁ

| * “Making Pointer Analysis More Precise by Unleashing the Power of Selective Context Sensitivity” [OOPSLA 2021]
o “Scalability-First Pointer Analysis with Self-Tuning Context-Sensitivity” [FSE 2018]

* “Precision-Guided Context Sensitivity for Pointer Analysis” [OOPSLA 2018]

* “Efficient and Precise Points-to Analysis: Modeling the Heap by Merging Equivalent Automata™ [PLDI 201 7]

¥
45
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Problem:

| difficult, time-consuming, less effective |

manually designed O

b @ _

'. * “IFDS-based Context Debloating for Object-Sensitive Pointer Analysis™ [ASE 202 3] \—‘Rﬁ-

i “Making Pointer Analysis More Precise by Unleashing the Power of Selective Context Sensitivity” [OOPSLA 2021]
| » “Scalability-First Pointer Analysis with Self-Tuning Context-Sensitivity” [FSE 2018]

? * “Precision-Guided Context Sensitivity for Pointer Analysis” [OOPSLA 2018]

f * “Efficient and Precise Points-to Analysis: Modeling the Heap by Merging Equivalent Automata™ [PLDI 201 7]




Data-Driven Static Analysis

* Data-driven static analysis aims to generate heuristics automatically

Program» Analy5|s heuristic » Static Analyzer » Results

‘,/ . Automatlcally generatlng powerful analy5|s heurlstlcs

Learning algorithm

Sor— 2 ~AC 2 s a < ~Ar 2 s a < = cor—= > A 52 = g < O Gulin— i = g < g ce—= 2 S 2 8 ce—
= e~ F B e T R Do Bz la oiac o B ¥ = I S g oo S . e i My S-S P



OOPSLA 2018 POPL 2022 Future works

N lication (O () @ o
— —>(Lovcra >

OOPSLA 2017
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Disjunctive model &
Learning algorithm
OOPSLA 2020 Will be Submitted Future works

% Graphlck —>| PL4AXGL |=>;
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Generalization
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Desighed a learning framework

~' Static analvzer Training data Atomic features
OOPSLA 2017 ; ’ (programs) (@, ... a,)

Disjunctive model & ,'

Learning algorithm v
i Learned selective context sensitivity heuristic

propee

o N - Ty
= (a; Aax Adg A ag A Qi A+ Ad .. AMa
Jree = (@ Aaz Aag Aag A nag Aaig Aapg Adig A ... A Tays)

i =@ Ama3ADa ALYV (CasACag ATa ALY )

40



Our Learning Framework

Training data Atomic features
(programs) (ay,ay, ..., a,)

Our framework

Learned selectlve context sensmwty heurlstlc

Static analyzer

fzctx — (a, A —ay A g A dg A dg A Tdye A Qg A dig A ... A dos)
flctx = (a1 \ a3 A A )v (—|a3 \ 7y Aag A L)V,

41



Static analyzer

e Static analyzer is modeled as a blackbox function / :

F(p,a) = 29 x N

42



| program ;

main(){
f();//i |
f();//i2
}
Ot
Stal  x = g(I0)y/i3 BN
|y =g(-10);//i4 L classification '.

J— , } assert (x > 0);//query ‘ '. APPIY )-ctX ;{h}

o ! g(v){ret h(v);}//is lis|  APPly I-ctx:{g] box function F :
| h(v){retv} ,: - Apply 0-ctx : {f maln}

F(p,a) = 29 % N

43



Static analyzer

e Static analyzer is modeled as a blackbox function / :

F(p,a) :> 2@ X N

Querles proven to be safe

44

| Analy5|s time i |



Small programs

Trainig data
(programs)

45
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takes void input?,...

Atomic features
(a;,a, ...,a,)

| 25 predicates on methods

(e.g., has if statement!?,

.ﬁ
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Find a heuristic (classifier) Z = (f5..».fi.) that

* minimizes analysis cost while is precise enough

Our framework




Find a heuristic (classifier) #Z = (f.;.» 1) that i

How a heuristic 7 = (f, ... f;..) works

| Methods Disjunctive heuristic Classification |

' f:{a;, a} 2-ctx: {f, m
h: {Cll } i f20tx — (al A 612) \4 (_'611 A _'az) * | -ctx: ih} }
o fre = (@) A=) | ;
’ g - {CZZ} O0-ctx: {g}
m : 1}

48



Find a heuristic (classifier) #Z = (f.;.» 1) that i

‘% How a heuristic 7 = (f, ... f;..) works
Methods

: f: {Cll, Clz}

| h :{al}

- g:ay)

1

)
| )

1
& [ ) |
E :
1 .
] f
, g
3 9

49



Find a heuristic (classifier) #Z = (f.;.» 1) that i

How a heuristic 7 = (f, ... f;..) works

Methods Disjunctive heuristic Classification

f:la., a 2-ctx: 1f,
@, o} * brere = (@ ANay) V (ma; A 1ay) * o th mj i

\
’
¥
3 \
3 4
| “
1§
- Y
" .
3 .
] f
: g
{ 9
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Find a heuristic (classifier) #Z = (f,.;.» /1) that i

How a heuristic 7 = (f, ... f;..) works

Methods Disjunctive heuristic Classification

: h:{a,} * * | -ctx: {h
1 flctx — (al A _'aZ) { }

51



Find a heuristic (classifier) #Z = (f.;.» 1) that i

How a heuristic 7 = (f, ... f;..) works

| Methods Disjunctive heuristic Classification

' f:1aq, a,} 2-ctx: {f, m} |
h : {Cll} f20tx — (al A 612) \ (_'611 A _'a2) * | -ctx: ih} }
- frewe = (@) A ~a) o
’ g - {CZZ} O0-ctx: {g} ’
m :{} '

52



Find a heuristic (classifier) #Z = (f5.;.» 1) that i

* minimizes analysis cost while is precise enough

1  User-provided precision constraint

| » E.g., maintain 90% precision of the fully 2-ctx sensitivity for the training set |

# queries proved by the current heuristic # .00

# queries proved by the fully 2-ctx sensitivity

Classifies all the methods into 2-ctx



| Find a heuristic (classifier) H = <f26tx’flctx> that i

We learn each formula via greedy refinement
| Initialize f to be the most general DNF formula
| f=a,Vaa Va,V-a,V...Va V-a, (= true)
2. Repeat the following until no refinement is possible

f:CIVCZV...,VCn

|. Choose a conjunction, say C;

2. Refine the conjunction with a feature ¢,

J=aqVeaVv..,V(gAa)Vc,
3. Check the precision constraint: If not, revert the last change.

(details in our paper)



| Find a heuristic (classifier) H = <f2€tx,flctx> that i

We learn each formula via greedy refinement
| 1. Initialize f to be the most general DNF formula

f=a VaVvaV-aV...Va,Va, (= true)



Find a heuristic (classifier) H = (Jorroof101c) that i

2. Repeat the following until no refinement is possible
‘ f:CIVCZV...,VCn
|. Choose a conjunction, say C;

2. Refine the conjunction with a feature ¢,

J=aqVeaVv..,V(gAa)Vc,
3. Check the precision constraint: If not, revert the last change.

(details in our paper)



Our framework

Learned selectlve context sen5|t|V|ty heurlstlc

f2€tx — (al Ty A A AN dg A Tdg A djg A A Adig A ... A T0hHs)
flczx = (@ AP ATG A )V (DA ACa ATG A L)Y

o57



Performance Highlight of Our Learned Heuristic

* Implemented in Doop, a state-of-the-art pointer analyzer for Java

* Trained with 4 small programs and evaluates with 6 large programs

bloat
) 2500 -
! @ 2-ctx
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f O
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" C 500 . .
- <C ours heuristic 0-ctx
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"~ Precise



* Trained with 4 small programs and evaluates Wlth 6 Iarge programs
bloat <

A Iarge java program w
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#down castings that may fail in the real execution

* The analysis result is sound (the fewer is the better)

" Precise
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Performance Highlight of Our Learned Heuristic

* Implemented in Doop, a state-of-the-art pointer analyzer for Java

* Trained with 4 small programs and evaluates with 6 large programs

bloat
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U { "o 1000 .
wi X “

{ _ manual
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| e ® o

1200 1300 1400 1500 1600 1700 1800 1900

" Precise




New application

I—)

OOPSLA 2017

Disjunctive model & | «~ Designed a learning framework

Learning algorithm

N

Generalization
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OOPSLA 2018 POPL 2022 Future works |
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. New application | :
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Found a problem in static analysis used for 40 years |
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A Key Limiting Factor in Static Analysis

Precise and Scalable Points-to Analysis via Data-Driven
Context Tunneling

MINSEODK JEON, Kerea University. Repablic of Koren
SEHUN JZONQG, Korca University, Republic of Korca
FAKJOD OH', Xorea University, Repudlic cf Eosea

We present condext tunneling, a sew appreach lor waking F-lmted cortect-seasfive ponits-to analysis
precise aad scalable. As contect-sensitivity holds the key %o the devdopmrent of precise ind scalabde points-te
analyss, a varety of techriques for context.sensitivity have been preposed. Homesor, exicting appeaaches
auck ar k call site scnsitivity or k object scasitivity have o significart weakaces thet they uncoanditicnally
update the coatext of a mztbod al erery call-site, allowng imporiant costext elamms o be overwritier
by more recert, bul not neceisarily more portan, context elements, [n this pager we thow that this s ¢
key limitng factor of exist ng context-sensitive ana y=es, and demonstrate that remarkable increase in beth
precision ard scelability can be gained by maintaining important coatext elements only. Our epproach. caliec
context !.amdirg. u[:d:!oc contexte :lluh'valy and docidex when to pfopgab the xam» context withou!
modifization.

We attann cortext lunneling via a data-driven approach. Lhe effectiveness of context tunrelmg is very
sensitive to the chaboe of important context dements. Even worse, precision & not momtenically inereasing
with resgect to the orderirg of the choices. As a resuli. manually comiag up witk a geod heuristic rue for
canlext tanneling is ertremely challenging and likely faile ta mavimire ite pateatin] We addrese thic challergr
by developing a specalized data-driven algorthm, which is able 10 avtomatically cearch for hizh-quakty
hewrtsics over the non-menctondc space of coatext tunneling,

We implsmerted cur approdch in the Doop tramework and applied 1t to tour major Hlavors of context:
sensitivity: sal-ste-sensitivity, oebjecl-senstivity, lype-sensitivity, and hybrid context-sensitivity. In ] cases,
Tomtext-senstive amlysic with conlext tinneling far superformed deeper conext-sersitviy with b » 2ir
both precition and ecalability

CCS Concepts: « Theory of computation — Program analysis « Computing methodelogies — Ma-
chine learning approaches

Additional Key Wards and Fhimses: Pairtota ana'yss, Context-sensitive analysis. Data-crives program

analysis

ACM Referencs Farmat:

Mimscok Jeon, Schun Jeong, and Hakjoo Oh 2118, Precize and Scaable Painta-to Aralysis via Data-Driver

Context Tunneling. frov. ACM Program. Lang 2, OOPFSLA, Article 140 (November 2018), 19 pages. htps
AoLorg/T01 WY RTES N

*Comrespoading auther

Asthori” addresser: Minueck Jeon, mizseek_jean@koren.sc b, Deparment of Computer Sciere and Eaginesring Keoees
Usiversity. 145 Anam-re. Sungbakgu Seoul @841, Repudlic of Kerex: Sehun Jeons. gfacangasdboreazc kr. Depatmeny
af Cangpuster Sceace and Enginsering. ¥area Urdversity, 145 Aramero. Sanghuk gu Seoel 12341, Repablic of Sorex
Hak oo O, hakjoo_oh@keres ac ki Department of Compuater Seienes sd Engineering. Kooea Urdversy, 145 Arumera
Sungbuk-gu, Seoul 02841, Lepublic of Kores.

‘OMom

This wigk iy sconaed undes & Crestive Cammons Atsitution 4.0 scmatosal Liceine,

© 2008 Coyyright beld by tae yunesauthorts)
2475142120081 1 ART 140
hitps//dodong/ V114V RNDS 10

* Suppose you gave an

g. and Hakjoo Dh

ationsin software
ximate the objects
§ a key ingredient
1 2005; Blackshear
verification [Fnk
in et al 2017). end
and usefulness of
ninte-tn analysis

pointe-taanilysic
nve analysis treats
or object-oriented
r that affecte both
other techniques
s 2015), ard the
dl [Kashvap et al

| the major goa of
FsensiivRy is the
researchers have
stivity [Milaneva
by [Kestrinis and
2)14; Smaragdakis
ley use as ccntaxt
ity [Shivers 1938)
‘allccating-classes
languages. Hybrid
ensitivity to enjoy
valuestodifersnt

tecise and scalable
ris that, slthovgh
tflavors [Kastrnis
11] anc pelicies to
| aave ¢ significant
every call-site nd
necessarily more
& ellectiveness of
oth precision and
lechnique updates
 We tormalize our
text-sensitivity.

pneling. Although
ctice is nontrivial
fe to the chotce of
ing of the choices.
ding is extremely

140.29

rence on Programming
f/10.1145/5399C 54000
einforoemwent Learring.
peal Publishing, Clars,
2.1 IApril 2015) 1-)

Wisg Oljeut-scaitiviny.
{ lurgoages (MOUL “21)

ext-seniitivity, Across
tnand Mmpleneatation

ysis TEFE Tramcarfions

ith Sl b Limiting. Ia

by Merging Dquivalert
In and Mmgpleneatation

diag: of the 381h ACM
L New York. NY. LSA.

Talet Analywic of Wes
g wed inplemeniion

wopear Conerenc: on
Rps:'/doiong/ 10423

Jsng Binsy Decition
n wnd Implementation

fams In Pasecodings of
[ "3} ACN, New Yk,

1sed Uostext sensdive
(Pyeie (ISSTA '08) ACN,

malysis for Satc Use-
w TACSAC 20 7)) ATML

b Reflloamnt for oo

| Language Design and

W4 N M

date Nowvemrbe 18

Paper (29 pages)

67

assighment to summarize a paper with three sentences

in the paper




A Key Limiting Factor in Static Analysis

e Suppose a student summarized the paper with the last-3 sentences

Precise ar
Context T

MINSEOK JE(
SEHUN JZON
FAKJOD OH°
We present conk
precise aad scald
analysic, a variet
auch as k call xiy
update the coate
by more recert, |
key limitng fuctt
precision ard sce
convext I..uuuﬁ:(
modifization.

We attann cor
sensitive toth: d
with resgect to tf
canlext tanneling
by developing a
hewtsics over th

We impimer!
sensitivity: sal-4
Tomtext-senstii
both precizion a8
CCS Concepts: «
chine learning
Additional Key |

analysis

ACM Qeference
Mirscok Jeon, S
Context Tunnelh

dotorg/ 11 ¥y

“Comrespoading aul

Asthori” addresses;
Usiversity. 145. An
of Cangpuster Scien
Hak oo Oh hakioo
Sungbuk-ga, Seoul

‘SHoM

This wigk iy conw
© 2008 Coyyright b
2475 1421208/1 14
hitps//dodong/ 1.1

140:2

1 INTRODU
Paints-to analyy
engineering tas
that peinter val
of modern soft
et al 2)15; Livy
et al 2008). sear
autematic prog
thess technique
Coantexr-geng
In order ta accl
multiple calls te
and functional |
predsion and 3
suck a: flow 3¢
improved przci
2014; Snumagda
Conrequestlh
research in poi
so-called k-l'm
explored varou
et al 2005], typ
Smaragdacis 20
et al 2014]. Th
¢lements or 20
odject-and typ
as contaxtelem
context-sensitiy
benefits of hath
methods
In thes paper,
k.limited conte
exishing approw
and Smaragdak
asaign k valucs
weakness in co
thescfore ipo
imporlanl, con
the existing col
scalability can |
contexts sxle:ti
technicueina
We alsc presi
the potenial of
This is mainly |
important cant
As a result, ma

Proc. ACM Prograt

MxZE

U I* Khedbn sy
Analraix: Roum
Frociive of 3w
Hedelbeig, 207~

Juiliee Lee, Sciagie
[ €. La The Sed
Engincering.

Oraliej Lotk aal
250k Lafes waliva

dolorg/ 0 00T
m¥rilhoakanil
Implementlioe
191

Py e Liang wed |
te Pk Furawan
Foundanicrs ef 54
e id=3a8 08 4

Donglin Lisng Mali
Alpeaithm fra Jay
Tok and Frgwa

Percy Hang wrd Va
Coaference on B
httoe) deaceny/ il

Fency Luerg, Cimec |
NLFLAN-SNGAY
hupe ) /dedeen/al

V. Benjamin Livihin
CErogmaws [y}
Twemmonsl 5
httos /deaoeny' il

Mathow Migh, Yon
oactaanal vr, OF
Longuage Doigcn
INCECS

Ana Milancra, Alss
Analyvess fee Jaw

ASSTA82.N O

Ana Mkereva, Alag
Java MO Tremd
Mayur Naik Mex 4
SUPLAN Conifese
s dedeep/il
Hagc Oh Wonzhy
by Impect Urc-m
Inplemerdation !
Hasion Ch, Fenpe
Optirsiaation. =/
Lenguager ard A
Fubaa Palliyeanldt
the 2ed ACM S
Jane & 20/1 W
Changhee Pak an
Scrslbiviy. ke 2%
i e formiatics (U
Derwany 75—
Miche Sweiromd A2
N (hapterd 13

Vrec. MM Prograen

T —

TUINY, USA, [- 2. hitpas/ ot ong/10 1432071 10,207 111

Prediss and Scalabls Po nts-to Aralysis va Data-Driven Coniext Tuneeling 140.29

Q. Sklvers. 1588 Contrcl Fow Analy:ls in Scheme. In Proceedings of the ACM SIGPLAN 1583 Confrrency on Frogramming
Lenguape Dedgn aad Implenesiarion ("LOJ 88, ACN, New York, NY,USA, 164~174  hitps/dolcrg 101 145,53390 54000

Gagandaeg Singa, Mackus Paschel, and Martin Vechev. 2018, Fas: Numerca Program Anzlyss with Feisforoement Learring,
In Computer Alsed Verfizanos, Huny Chockler and Georg Wessenbache: (Eds ). Spanger Inlemnatioeal Publishing, Clars,
211224

Yanric Smuragdhkinc and Gearge Ralsteconrme 2015 Pointer Aralyeic Foued Trende Programe Tang 2 1 1Aprl 2015] 1-00
hapu//dolong/ 10, 561/350006001 4

Yauunis S agdahis, Mastics Deaveulva, and Owdicj Lintah. 3017, Ficl Your Constzats Well, Under stamdiog Oljed-scasitiving.
In Procecd s o e S8k Annsal ACM SEMFAN-ROACT ynpestsm on Frincpdes of frupramnisg language ("O'L "11).
ALN, Nev York, NY,LRA, 17-30.  htlpey/éonong/ N1 100 1923 1920520

Yaneis Smursgdakes, Gearge Kastrisls, aad George Balatsouras, 2014, htrapertive Amalysis Contest-seniltivity, Across
the Board. In Procredimgs ¢f the 35th ACM SGPLAN Oonjerence on Frogramning Languag: Design and Iple neatation
(AL "ML ACM. Nev York, NY. USAL485-4%%.  hitps//colorg/ D 14NV 25MZN. 5%30

Y Su D Ye and J Xoe 148 Detecting Ahvwrylnb- Qatealy wih l'nl-({:mw\-'ﬂbv-”ﬁv Annysis TEFE Trancarfions
o Safrvar Fnginsering 80 7 (Feh 20M) 100122 higpes Ddod nrg/ 10 LEOATTSE 2004 2 %2000

Tian Tas, Tue Li and fingling Xee. 2036 Making bk Objeet Scnsitive Poister Andysis Mere Procise with Sl k Limiting I
Sexits Analysts, Kavier Kival (2d). Sprager Balin Heldeberng, Belis, Heslebey, 459210

Tan Tay, Yoe L4 and Ingling Xuz. 2017, Hficient and Fredse Poinis-o Analysis: Modeding the Map by Merging Dyuivalert
Antomuta In Froceedings ¢f the 35 ACM SGFLAN Owyjerence o Frogramniag Languag: Design aad Impleneatation
(PLEI 2003). ACM,New York, NY, USA, 278-291.  https dot org) 100 1453062241 3062364

Ra Thisssen and Ondfej Lhatak. 2017, Context T-ansformat ors for Painler Asalyss. b Preceediag: of the 381k ACM
SIGELAN Conference on Poograrnn iny Lanyuage Desipn and dnplersentation (PO 20!17) ACN. New York. NY. LSA.
203277, hepe/ Mdaioeg/ 10 11457046341 04250

Owaer Tripp, Marco Plitala, Stephen ). Fink, Mass Sndharan, and Cout Welaman. 2000 TAJ Efective Talet Analyvic of Wes
Apphcations. In Proveeding o the 300h ACM SGPLAN Convfereme on Progranwming Lang wage Design wnd impleseniabion
(FLIY 9) ACM, ew Yook, NY, USA, 87-97 hups ddory/ K 14V B340 | 3L

Shiyi Wel and Bartan C. Ryder 2005, Adaptive Coptect-seasiave Analyss 0r JaaScript In 2vih Ewopear Conerenc: on
Object-Oren'ed Progranming, BOOO? 2015, Tuly 5-10, 2015, Prague, Ciech Repablic. T12-T34. Mttps:'/doi org/ 10423
[Pl FC0CP. 215,712

Tohn Whalev and Monica 5, Lan. 2004, Chaing-based Coatext-sensifive Porimter Alias Anadviis Usng Binaey Decition
Nagrame In Pracerdinge of tae AOM SICPT AN 20048 Csnfowence on Frogramnizg [ anguages Necgn axd Implementation
(PN ") ACM New York NY XA 10148 hitipe end g/ 1) 114VGAM ) GRS

— P < ST o <

Poinis-% Analysis, In Pracoed ng: o the 2008 Irtematiosal Symposum oe Softvace Tewing aad Analyeis (ISSTA '98) ACN,
New York, NY, USA, 225-236  Prtpscu/doicop 10,1 151390830, 1590555

Afler-Free Detection In Praceedimge of the 23nd Anmua’ Computer Sermrity Agplicaions Confesence TACSAC 2007) ATM,

Now York, NY, USA, 12-54  sttoe//doiorg/ 1011443 34600, 31 3462)

Xin Thang, Favi Masgd, Radu Guigore Maywr Naik and Hongseok Yeog 2014, Du Abstaction Reflocomnt for Siv-
§ gmm Anayses n Daaleg. In Proceedags of the 350 ACM SGPLAN Conference oa Progranning Language Desyn and
dnpemeniaion (FLUY TEL ALM NEW Yerk, NY, UDSA, Z57<088  WIDa/don e 101140 2%y | owasyr

Proc. ACM Pregrare. Lang., Vol £, No. DOPELA, artck 110, Publication date Novemrber 2018

L — -

Paper (29 pages)

Rebert 2. Wikoa asd Monica 5. Lam. 1945, Efficien: Crmvemt sensitive Pomter Armlysic for C Programs In Pavcodings of

63

4 - 7 S el g’ SIRIEITIES S . g - g el RIS ~ . NI, St ~ S _ BT RE=

| Which grade would you give? |

S g 2 - > ~ ~ Y 3
= S N~ A SR . S R &} — By & IS — ot S e — S S

LS = g > ~ 2y = g s ~ X ey 2 =y S - ~ g —_ A S

Guoging Xu and Atanas Rountev. 2008. Merging Equivalent Contexts for Scalable Heap cloning -based Context-sensitive
Points-to Analysis. In Proceedings of the 2008 International Symposium on Software Testing and Analysis (ISSTA '08). ACM,
New York, NY, USA, 225-236. DOI:httpy//dx.doiorg/10.1145/1320630.1390658

Hua Yan, Yulei Sui, Shiping Chen, and Jingling Xue. 2017. Machine-Learning-Guided Typestate Analysis for Static Use-
After-Free Detection. In Proceedings of the 33rd Annual Computer Securily Applications Conference (ACSAC 2017). ACM,
New York, NY, USA, 42-54. DOT: htip//dx.doiorg/10.1145/3134600.3134620

Xin Zhang, Ravi Mangal, Radu Grigore, Mayur Naik, and Hongseok Yang. 2014. On Abstraction Refinement for I'ro-
gram Analyses in Datalog. In Proceedings of the 35th ACM SIGPLAN Conference on Programming Language Design and
Implementation (PLDI "14). ACM. New York, NY. UUSA, 239-248. DOT: http://dx.doi.org/10.1145/2594291.2594327

Last 3 sentence context abstraction




| for 40 years |

Existing static analyzers use last-k context abstraction

WALA (Spa,m

| Javascript
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A Key Limiting Factor in Static Analysis

4

* Conventional k-context sensitivity keeps the last k <

' Used for 40 years |

Concrete context: n ER KB

Abstract context: | =

3-context sensitivity
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A Key Limiting Factor in Static Analysis

main(){ |5
f()§//?| i3 n [il, |3 i5] v=10

£)://i2

} |4 g |5
f(){ maln [*, * |I [*il, |4 [il, |4 i5]
G
\

x =g(10);//i3
y = g(-10);//i4

= g(-10);/7i i3
assert (x > 0);//query M m_’ il |3 |5] v=10
J
g(v){ret h(v);}//i5
h(v){ret v;} [* .2 4] o il .4 i5]{ v=-10

Example program 3-context sensitivity
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A Key Limiting Factor in Static Analysis

main(){

f();//il

f();//i2
;
fO{

x =g(10);//i3

y = g(-10);//i4

assert (x > 0);//query
J
g(v){ret h(v);}//i5
h(v){ret v;}

Example program

[* *]

|| I4 /‘
|| [il, |4 5 4| [i3, |5] v=10
|3 ><
by / (1 ]
|2 i4] {11714, '

2-context sensitivity

(2



A Key Limiting Factor in Static Analysis

Consciousness in static analysis community

Last i

“A key part of the appeal of standard |-CFA, 2-CFA, etc.and of |-
object sensitivity is their simplicity and universal applicability.”

- A reviewer [expert]
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A Key Limiting Factor in Static Analysis

e Conventional k-context sensitivity keeps the last k = Used fOl” 40 years :
__Abandoned!

concrece o[l [ [0 D)0 1O B

. : Important
Abstract context: n

o . : useless
3-context sensitivity
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A Key Limiting Factor in Static Analysis

main(){
f();//il
f();//i2

\ II ‘ . ’.
0 m .| ,5

x = g(10);//i3 m

y = g(-10);//i4

4
assert (x > 0);//query 3 L

g(v){ret h(v);}//i5

| -context sensitivity

h(v){ret v;} |
unable to prove the query

lgs



A Key Limiting Factor in Static Analysis

Abandoned!

J
f

;' x = g(10);//i3

main(){
f();//il
f();//i2

{ X =10or-10

_y = g(-10);//i4 |

J

assert (x > 0). //query

g(v){ret h(v);}//i5

h(v){ret v;}

maln
[*]

: ﬂ - :
|2 /|;
|2

-context SenSItIVIt)’

able to prove the query
Example PrOgram

/0

v=-l10or 10




Our Solution: Keep Important K

* Our solution is to keep the most important k instead of the last k

Concrete context: n n

. : Important
. : useless

Abstract context: n

3-context sensitivity

’r’



A Key Limiting Factor in Static Analysis

main(){
f();//il

f();//i2 | |
) - 3 ﬂ
U s ~<

y = g(-10);//i4 i4
assert (x > 0);//query

J
g(v){ret h(v);}//i5
h(v){ret v;}

| -context sensitivity

\ Important : {i3,i4} |

Pxample program Unimportant : {il,i2,i5} ,

/3



Soundness

ctor in Static Analysis

e ~ - IS -
} 13]

fOL

main || 12
x = g(10);//i3 [*] i5 ~ 10
y = g(-10);//i4 .4 - [i4] /

assert (x > 0);//query

}
g(v){ret h(v);}//i5
h(v){ret v;}

| -context sensitivity

Example program \ Important :{i3,i4} |

Unimportant :{il ,i2,i5}
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A Key Limiting Factor in Static Analysis

Challenge 5
How can we Fnd a good cIassn‘"catmn’

\ Important : {i3,i4} |

Unimportant : {il ,i2,i5}

80



Our Learning Framework

* We designed a framework for learning unimportant context elements

Training data Atomic features
Static analyzer (Programs) (a;, ay, ...,a,)

Our framework

Learned heurlstlc descrlblng unlmportant content elements

f (al \ 7y A s A ) Vv (a1 \ a3 Az A ) V.
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Performance of Our Learned Heuristic

* | -ctx with important-k is even more precise than conventional 2-ctx
bloat
I:I 2-ctx <

2500

< Last k |

N

o

o

o
|

1500}

.'. 1 y - = : o ~ . = - = y ‘\' » ~‘
) N
-‘ "
p '
) d
A
P/ RN TR TS
1 4

=

o

o

o
T

| Important k
| -ctx+T | -ctx

- Apply the heuristic

Analysis time (s)

500}

<_ » - o _ 5 , » - . _ . . oS \ w

O |2 | | | | |
1300 1400 1500 1600 1700 1800 1900 2000

# may-fail cast alarms

- Precise
82




* | -ctx with imp :

Scalable

2500

PeI‘fOI‘ e 2-ctx had been used as a precision upper bound |

o
o)
\
|
| d

(s)

ime

Analysis t

500}

I:I 2-Ctx <<

Y

...it covers more than two-thirds of the precision advantage of 2objH"

Smaragdakis et al. [PLDI" 14] |

“... 98.8% of the precision of 20bj can be preserved...”

Li et al. [OOPSLA’ 18] |

“Scaler still attains most of the precision gains of 20bj ...”

| -ctx+T
oy

0
1300

1400 1500 1600 1700 1800

—

"Precise

1900

2000

# may-fail cast alarms

83

-Li et al. [FSE’ 18]
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Establishing important k as a standard

OOPSLA 2018 POPL 2022 Future works |

N licati
— Important k |=—> OijCFA —>

; Last k —> Important k ,

'Illlllllllllllllllllll.l’_‘

34
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Establishing important k as a standard

OOPSLA 2018 POPL 2022 Future works |

llllllllllllllllllllllllll

. New application . : 3
| ﬁ Important k |=»| Obj2CFA |=:

Challenged to a commonly accepted knowledge |

85



Call-site Sensitivity vs Object Sensitivity

Two major camps in OOP program analysis

1981 2002 ; 2010 2022



Call-site Sensmwty VS Object Sensitivity

CaII-S|te SenSItIVIt)' was born in |98| Where is it called from?

e Considers “Where”

0: foo(){

3: }

I: gool();
2: goo();

1981 2002

g00
/ [1] Context

=l
[2] Context | ( ,

Call graph | Call-site sensitivity

2010 2022
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aII-S|te Sensitivity vs bject Sensitivity

- Object senS|t|V|ty appeared in 2002
e Considers “What”

=

1981

: foo(p)t

| ;
2: )

p-goo();

2002

g00
/ (O]

g00

[02]
Call graph |

83

Context

Ccntext

2010

What is it called with?

Object sensitivity

2022
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. Call-site Sensitivity has been ignored

§3 ¢ M

{1 ... call-site-sensitivity is less important than others ..." |

|

i  Jeon ket al. [2019]
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Currently, call-site sensitivity is known as a bad context
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Return of CFA: Call-Site Sensitivity Can Be Superior to 3
Object Sensitivity Even for Object-Oriented Programs § ]

/)

ant k |

MINSEOK JEON and HAKJOO OH", Korea University, Republic of Korea {

[n this paper, we challenge the commonly-accepled wisdom in slatic analysis thal object sensilivily is superivr
to call-site sensitivity for object-ariented programs. In static analysis of abject-ariented programs, ahject
sensitivity has been established as the dominant flavar of context sensitivity thanles to its antstanding precision.

import

On the other hand, call-sile sensilivily has been regarded as unsuilable and ils use in praclice has been
constantly discouraped for nbject-ariented programs. In this paper, however, we claim that call-site sensitivity Sonpranmenonsascy ARSI INAAL I APPSR MG ,
15 generally a superior conlext abslraclion because it is pruclcally pussible (o trans(orm object sensitivily Lo £ g

mire precise eall-sile sensitivily. Qur key insighl is tal te previously known superiorily of objeel sensilivily
holds anly in the traditional k-limited setting, where the analysis is enforced to keep the most recent k context
elements. However, il no longer holds in a revently-proposed, more general selling wilth conlex| lunnpeling.
With context tunneling, where the analysis is free to choase an arhitrary k-length subsequence of context
slrings, we show Uhal call-sile sensilivily can simulale vbject sensilivily almosl complelely, bul ool vice versa. _—
To supporl (he claim. we present s leehnigue, called Opj2CeA, for transforming arbilrary conlex|-lunneled _ g
phject sensitivity inta more precise, context-tunncled call-site-sensitivity. We implemented Ony2CFa in Dioop il
and used it to derive a new call-site-sensitive analvsis from a state-ot-the-art object-sensitive pointer analvsis. -y
Experimental results confirm that the resulting call-site sensitivity outperforms ohject sensitivity in precision ey
and scalability for real-world Java programs. Remarkably, our results show that even 1-call-site sensitivity can
be more precise than the conventivoal 3-objecl-sensilive analysis,

1 INTRODUCTION !

“Since its introduction, object sensitivity has emerged as the dominant flavor of confext
sensitivity for ebject-oriented languages.”

<

—Smaragdakis and Balalsouras [2015] £

Context sensitivity is critically important for static program analysis of obhject-oriented programs. .
A contexl-sensilive analysis associales local variables and heap objects with context information |
of method calls, computing analysis results separately for different contexts, This way, context
sensitivily prevents analysis information rom being merged along different call chains, For object-
oriented and higher-order languages, it is well-known that context sensitivity is the primary means
for increasing analysis precision without blowing up analysis cost [Jeong et al. 2017: Kastrinis and 3
Smaragdakis 2013; Lhotik and Hendren 2006; Li el al. 2018a; Smaragdakis and Balatsouras 2015; A
Smaragdakis et al. 2014; Sridharan and Bodik 2006; Thiessen and Lhotak 2017|.

There have been bwo major flavars of conlext sensitivily, namely call-site sensitivity [Sharir

<

and Poueli 1981; Shivers 1988) and object sensitivity [Milanova et al. 2002, 2005), which differ in ) |
the choice of context information. The traditional k-call-site-sensitive analysis [Sharir and Pnueli ‘,' ",
1981] uses a sequence of k call-sites as the context of a method. By conlrast, object sensilivily uses ¥

allocation-sites as context elements: in a virtual call, e.g., a. foa(), an ahject-sensitive analysis
uses lhe allocation-sile of the receiver object (a) as the context of foo. The standard k-object- 1
sensitive analysis [Milanova et al. 2002, 2005; Smaragdakis et al. 2011] maintains a sequence of N
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Return of CFA: Call-Site Sensitivity Can Be Superior to
Object Sensitivity Even for Object-Oriented Programs

MINSEOK JEON and HAKJOO OH", Korea University, Republic of Korca

[n this paper, we challenge the commonly-accepled wisdom in slatic analysis thal object sensilivily is superivr
to call-site sensitivity for object-ariented programs. In static analysis of abject-ariented programs, ahject
sensitivity has been established as the dominant flavar of context sensitivity thanles to its autstanding precision.
On the olher hand, call-sile sensilivily has been regarded as unsuilable and ils use in praclice has been
constantly discourapged for nbject-ariented programs. In this paper, howrever, we claim that call-gite sensitivity
15 generally a superior conlext abslraclion because it is pruclcally pussible (o trans(orm object sensitivily Lo
mire precise eall-sile sensitivily. Qur key insighl is tal te previously known superiorily of objeel sensilivily
holds anly in the traditional k-limited setting, where the analysis is enforced to keep the most recent k context
elements. However, il no longer holds in a revently-proposed, more general selling wilth conlex| lunnpeling.
With context tunneling, where the analysis is free to choose an arhitrary k-length subsequence of context
slrings, we show Uhatl call-sile sensitivily can simulale vbject sensilivily almosl complelely, bul ool vice versa.
To supporl the claim. we present s Lechnigue, called Op)2CeA for transflorming arbilrary conlext-lunncled
ohject sensitivity inta more precise, cantext-tunncled call-site-sensitivity. We implemented Onp2CFa in Doop
and used it to derive a new call-site-sensitive analvsis from a state-ot-the-art object-sensitive pointer analvsis.
Experimental results confirm that the resulting call-site sensitivity outperforms ohject sensitivity in precision
and scalability for real-world Java programs. Remarkably, our results show that even 1-call-site sensitivity can
be more precise than the conventivnal 3-objecl-sensilive analysis.

1 INTRODUCTION

“Since its introduction, object sensitivity has emerged as the dominant flavor of confext
sensitivity for ebject-oriented languages.”

—Smaragdakis and Balalsouras [2015]

Context sensitivity is critically important for static program analysis of obhject-oriented programs.
A context-sensilive analysis associates local variables and heap objects with context information
of method calls, computing analysis results separately for different contexts, This way, context
sensitivily prevents analysis information from being merged along

t call chains, For object-
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Our Technique : Obj2CFA

e Obj2CFA transforms a given object sensitivity into a more precise CFA
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Call-site Sensitivity vs Object Sensitivity

e |callH+SL (ours) is more precise and scalable than the existing object sensitivities
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Call-site Sensitivity vs Object Sensitivity
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Call-site Sensitivity vs Object Sensitivity

e |callH+SL (ours) is more

(scalable}than the existing object sensitivities
| = jython
| Known as a troublesome benchmark | TobjH+T : timeout (> 10,800)

in terms of scalability | 20bjH : timeout (> 10,800)
e 3objH : timeout (> 10,800)]

ol
o
o
o

4000r | cal[H+SL
(ours)

analysis time (s)

. Scalable

| callH
1000} . .

800 900 1000 1100 1200 1300 1400
Halarms

104 S~ Precise




Call-Site vs. Object Sensitivity

Time (s) #may-fail-cast #call-graph-edge
2-call 2-obj 2-call 2-obj 2-call 2-0bj
batik 6,886 3,300, 2,452 1,606 94,211 76,807
checkstyle 2,277 2,003 863 581 54,171 48,809
sunflow 5,570 1,208, 2,504 1,837, 100,701 89,866
findbugs 3,812 2,661 2,056 1,409 72,118 65,836
jpc 3,343 559, 1,855 1,392 89,677 81,030
eclipse 1,896 146 886 546 42,872 38,151
chart 2,705 282 1,481 883 59,691 52,374
fop 5,503 1,2000 1,975 1,446| 79,524 71,408
Xalan 1,927 1,093 919 533 48,763 44,871
bloat 5,712 3,525 1,699 1,193 58, 696 53 143

(In general A lecture slide

For all numbers, lower is better (in terms of e i, . : :
| * Precision: object > call-site

| * EfflClency object > call-site

used in 2023

Yue Li, Tian Tan, Anders Mgller, and Yannis Smaragdakl “A Prmc:pled Approach to
Selective Context Sensztlwty for Pomter Analysis”. TOPLAS 2020.




Call-Site vs. Object Sensitivity

Time (s) #may-fail-cast #call-graph-edge
2-call 2-obj 2-call 2-obj 2-call 2-0bj
batik 6,886 3,300 2,452 1,606 94,211 76,807
checkstyle 2,277 2,003 863 581 54,171 = 48,809
sunflow 5,570 1,208 2,504 1,837| 100,701 89,866
findbugs 3,812 2,661] 2,056 1,409 72,118 65,836
jpc 3,343 559 1,855 1,392 89,677 81,030
eclipse 1,896 146 886 546, 42,872 38,151
chart 2,705 282 1,481 883 59,691 52,374
fop 5,503 1,200 1,975 1,446 79,524 71,408
xalan 1,927 1,093 919 533 48,763 44,871
bloat 5712 3,525 1,699 1,193 58696 53,143
(In general A lecture slide

For all numbers, lower is better (in terms of e i. . . :
| * Precision: object > tall-site

| * EfflClency object >|call-site

used in 2023

Yue Li, Tian Tan, Anders Mgller, and Yannis Smaragdakl “A Prmc:pled Approach to
Selective Context Sensztlwty for Pomter Analysis”. TOPLAS 2020.
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“l cannot support acceptance of this paper, due to the following major concerns:

Further, the comparison is only in the presence of important k, not without, and

readers are likely to miss this restrictive assumption.” ;_
- Reviewer B/



A Review Comment

“l cannot support acceptance of this paper, due to the following major concerns:

Further, the comparison is only in the presence of important k, not without, and

readers are likely to miss this restrictive assumption.” ]
- Reviewer B/

Which one is more restrictive?

Important k vs Last k



Establishing important k as a standard

OOPSLA 2018 POPL 2022 Future work |

¥ “Illllllllllllllllllll.. .

New application

', I—) Important k [ = Ob|2CFA —>

Y

. o =BT iy g -

| Language " Java | JavaScript | Python | C | oo

; OOPSLA |8 | In progress | ;

Prmapled |
heuristics |

Learnlng
, heu rlstlcs

In progress ToDo
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Language |

? Larning

| heuristics

Principled

heuristics |

Establishing

Java

| OOPSLA’IS |

In progress

g 3
. 1\
] R
T V -1 -1 O ¢
4

~ > — A SASE t g ~ — DA Gl S - < s - < o Sl - < s on iy 2 sl OA S S Laned < s sanali®

__Scalable

700

analysis time (s)

300

bloat

650 -

600 -

550 -

500 -

450 -

400 -

350 -

| obj+T
(learned)

n
"

B lobj+T
(principled)

| ob;

1400 1500 1600 1700

Precise f

1800

1900

Halarms

Understanding the principle of the

learned heuristics




Bench 62

Last kgiffr

200 A

=
00]
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|—I
N
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=
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Scalable f

Analysis time (s)

3call+T

(&)}
o
1

Maxcall

Prease

Language Javac ript | % ]

| Learning | OOPSLA’IS |
| heuristics

|  In progress | | |



Establishing important k as a standard

OOPSLA 2018 POPL 2022 Future work |

llllllllllllllllllllllllllll

New application ;
| |—> —>»| Obj2CFA |=2:

OOPSLA 2017 iy S

Language | Java JavaScript | Python | | e

Learning | OOPSLA’IS |

| . | | In progress | | |
| heuristics | POPL’22 | | |

Principled

L ! In progress
heuristics | Prog
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Part 2.
PL-based Explainable Graph Machine Learning



OOPSLA 2017

PL-based

Learning algorithm Establlshlng a new graph machine Iearnmg method

Disjunctive model &

OOPSLA 2020 Will be Submitted Future work

Graphlck —>»| PL4XGL —>

Generalization

114

®
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PL-based Explainable Graph Machine Learning |

Will be Submitted
PLDI 2024

PL4AXGL

115



e Existing: unexplainable Al (Graph Neural Network)

Input graph data 5 GNN 3 Prediction
(e.g., molecule) (Black box) (e.g., the molecule is safe)

{ ® Social network
| ® Program representation }

Z
i @
: e o o

116



e Existing: unexplainable Al (Graph Neural Network)

Input graph data 5 GNN 3 Prediction
(e.g., molecule) (Black box) (e.g., the molecule is safe)

Does not explain why the

prediction is made

Value of explalnablllty IS growmg fast

%,
Interpretable %
Machine Learning

A correct predlctlon only partlally solves your
problem The model must also explain why. |
- Molnar [2022]

@ChristophMolnar



e Existing: unexplainable Al (GNN) + explanation technique

Input graph data 5 GNN 3 Prediction
(e.g., molecule) (Black box) (e.g., the molecule is safe)

N v /

GNN explanation 3 Explanation
Technique (e.g., important subgraph)

118



e Existing: unexplainable Al (GNN) + explanation technique

; GNN explanation 3 Explanation
‘| Technique (e 8- |mportant subgraph)

Two key problems

| » Additional (expensive) explanation cost is required |

| * The explanations are not guaranteed to be correct |



e Our new technique: PL-based inherently explainable Graph Machine learning

i Prediction &
Input graph data —> correct explanation

120




P =D"xT

Programs P, :=6 target t €
Descriptions 0 =0y | O e D =Dy wDg
Node Descriptions Jy ::= node x <5>? e Dy=Xxd?
Syntax Edge Descriptions 0 ::= edge (x,x) <$>? €E Dp=XXXXOP°
Target Symbols t u=nodex |edge (x,x) |graph € T =Xw((XXxX)Ww e}
Intervals ¢ ==[n",n’] e ® =(RW{—o00}) X (RW {oo0})
Real Numbers n ==0.2|0.7|61-8 ... € R
Variables x =x|ylz]... e X
[<¢1, -...0e>] PR ={ f [f=(fi....fi) AVi ¢i=[ab] =a<fi<b}
node x <¢>] PG xH)={(Gn)|v=n(x)Af¢ e [<¢>]}
edge (x,y) <f>]  P(@xH)={(G,n)|ecEne=(n(x),n(y) A e [<f]}
Semantics 516, 5] . P(GxH)={(G,n) | Vi. (Gn) e [&]}
5 target node x| PG xV)={(G,v) | 3G, n) €[b].0v=n(x)}
§ target edge (x,y)] : P(GXE) ={ (G,e) | 3(G,n) € [5]. e = (n(x), n(y)))
§ target graph] : P(G) ={ G |3(Gn e|d

5]}

Prediction &
correct explanation

Input graph data = [ Our model | —>

121



Prediction Explanation

ww ((1=e0. 05] = ([Ze: 1), 1, 0.8) n; (; ..[.T.‘.".’..‘?__S.]J_j:_[[_jf?;_f})j)
([[ Oooo]] [[ 0005]J207) * N ( [[—oo,,]J)
n3: (I [— o, 05] _.[[_oo’ oo]] )

@@ ( [z =01}, 1,0.0)

n4 n3

Graph data Our model Classification result
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= label |
O=label 2 |

] =

Nl n2

Graph data

123



({[=c0. 0.5] = [[=20, 1], 1, 0.8)

( [[—oo, oo]]—»[[—oo, O.S]J’ 2’ ()7)
((=c0. 1], I,0.0)

Our model

124



| hode x ([ 0000]>
. node y ([-00,0. 5])

| edge (y,x) n $

target node x [ 00, 05] [ . Oo] |

A program in our Ianguage

125



node X ([ 0000])
. node y ([-00,0. 5])

| edge (y,x) n $

target node X [ o0, 05] [ Oo] |

| “Nodes havmg a predecessor whose feature value IS equal or Iess than O 5”

120



| Described nodes will be |
5 classiﬁed into label | }

({[=c0. 0.5]) = [ I= oo]j | 08)

| “Nodes havmg a predecessor whose feature value IS equal or Iess than O 5”

127



| Described nodes will be |
| classified into label | |

128



Graph data

129

Prediction Explanation

lllllllllllllllllllllllllllllllllllllll

lllll
lllllllllllllllllllllllllllllllllll

Classification result



| “Nodes having a successor whose feature value is equal or less than 0.5”

Prediction Explanation

\ v

n2: (2, ([Exel)— =0
* [ oooo]]—>[[ 0005] 207) * ( J)

n4: (2, (= ol)—(-x.051) )

@@

Graph data

130



nI n2

Graph data

Prediction Explanation

\ v

*([oooo] [0005]J207)»n2(2[oooo] [ooos]j)

(. 1), 1, 0.0)

Model classifies hodes with a better scored one

131



* No additional explanation cost

"' O = label | ,’ * Explanations are guaranteed to be correct

b {
 J — 4
. »
o

Prediction Explanation

lllllllllllllllllllllllllllllllllllllll

- - . :
®® (([=o0. 051 (I=e0, 1], 1, 0.8) Nl (L e~ Em sl
i n2 (2 [ o, oo] [[ 0. 05]])

( (=90, 0] )—([-0,051), 2, 0.7)

"» ( ([=e0. 1}, 1,0.0) n3: (1, Eee-E=sl)
n4 n3

n4: (2, (s e0l)—(1-w. 051 )

Graph data Our model Classification result

132



Training data

Our learning Learning objective:
algorithm Generate high-quality programs

o 1 (1, o)) )
4— @ ( [[ 00, 0. S]J [[ 00, oo]J A, 0. 8) n?2: (2 [_oo’ oo] _'[[_00’ 0.5]})

* ([[ 0 OO]J ([ 0 OS]J 2 07) n3 (l ooOS] [[—oo,oo]J)
-> (([E==), 1,0.0)

n4: (2, ([Eerwl)—»(-x.05) )

Graph data Our model Classification result

133




. | Top-down learning algorithm |
Training data | | o
Bottom-up learning algorithm

Our learning Learnin objective:
algorithm Generate high-quality programs

nl: (1, [Exos)-{Ex =l )
({[=c0. 0.5] = [[=20, 1], 1, 0.8)

nl n2
@ =
@@ (([ OO[OO]J ([JOCI’ (;5(]3 2, 07) n3: (I 0005] [[—oo,oo]})
[—o0, oo [, I,
( ) n4: (2, [, oo]]—»[[—oo,o.ﬁ])

Graph data Our model Classification result

134




Orders Between programs

* A bigger program is more general that chooses a more nodes

Top-down
algorithm

Bottom-up
algorithm



Top-down Learning Algorithm

Training graph : <——><— Target label = | (Q))

(1) Starts from the most general program e ———
;. [{nl,n3}| |

I ’ ‘{n | ,n2,n3,n4}‘ '

[— 0, c0] 3

130



Top-down Learning Algorithm

Training graph : <——><— Target label = | (O)

(1) Starts from the most general program ce : .

(2) Enumerate possible specified programs and choose a better scored one.




Top-down Learning Algorithm

e @-B-@-® v

(1) Starts from the most general program  , Score 05

(2) Enumerate possible specified programs and choose a better scored one.

| — 00, 0] | — 00, 0] ' Score : 1.0

(3) Repeat (2) until no better program is enumerated

(4) Return the current program

(o0, ool J+{E00e0N]



Bottom-up Learning Algorithm

Training graph : <——><— Target label = | (Q))

(1) Starts from the most specific program

(001 (e S (X O

< Score: 1.0 |

139



Bottom-up Learning Algorithm

Training graph : <——><— Target label = | (O)

(1) Starts from the most specific program
R (05,09 (0000}« ({51

(2) Enumerate possible generalized programs and choose an equal or better scored one

< Score: 1.0 }

140



Bottom-up Learning Algorithm

Training graph : <——><— Target label = | (O)

(1) Starts from the most specific program
@)+~ (7000) > ([0 «~([0.70) 4 Score 10

(2) Enumerate possible generalized programs and choose an equal or better scored one

Score : 1.0

(3) Repeat (2) until all the enumerated programs have lower score

(4) Return the current program (-> [—o0, 0], |, 1.0)

141



Accuracy Comparison

* We split the dataset into 8:1:1 for training, validation, and testing

Graph classification Node classification
MUTAG BBBP BACE Texas Cornell Wisconsin

GCN 80.0 83.6 /8.4 64.0 67.7 58.9
GAT 89.0 82.3 52.4 49.6 50.0 61.1

GIN 91.0 86.2 80.9 56.0 50.0 61.1

DGCN N/A N/A N/A 86.6 86.6 96.0

PL4XGL
(Ours)

100.0 86.8 80.9 83.3 88.8 88.0

142




Expensive x

Cost comparison

BBBP

| —— GNN 4+ SUBGRAPHX
| — PL4XGL

—_
SN
-

—_
DO
Ot

100 +

~J
O
1

Ot
-
1

Accumulated cost (m)r

-
1

0 50 100 150 200
# produced explanations

Training + prediction + explanation cost

143



Explainability comparison

MUTAG

| —— SUBGRAPHX

=
&

o
S
1

Fidelity-“““
- -
DO %

—
—_

PL4AXGL

, correct explanation

=
-
|

0.2 0.3 0.4 0.5 0.6 0.7

S .t
I y . v
=" = & -y 0 MA@ " = a -y N e g 0 NPT PR
s e e e e e e o o St T W I
R
R .
/]

Simple explanation
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1. Improving our approach

e Developing a better language (e.g., more expressive constraints) |

* Developing a better learning algorithm

145



2. Applying our approach to SE ’{

 Applying our approach to various SE problems

* Applying our approach to fault localization (working on it)

* Applying our approach to data-driven static analysis

146



Our Technique: Graphick

Graphs of training programs Static Analyzer

\ /

Graphick R
Automatlcally generated featu:}

(“Apply 2-0bi {-{[9 17,10, oo])-»([76 ol [0, oo]) [0 =] [43 = -} }ea features
\‘ '- Apply 2-type: {— ,([O o], [0, 6'3"_"([0 22], [0 00]) } 29 features

A‘ Apply |_type;{-->@46,oo], [o,ooB,([O,oo],[loo,OO])->-, }|oo features _

Automatically generated graph-based context sensitivity heuristic

OOPSLA 2020

- Graphick
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Establlshlng |mportant I< asa standard

OOPSLA 2018 POPL 2022 Future work |

Important I< —> OijCFA —>

New application

“IIIIIIIIIIIIIIIIIIIIII.‘ b

’lllllllllllllllllllll..l' f"

Disjunctive model &

Learning algorithm

Establlshlng a new graph machme Iearnmg method

‘ OOPSLA 2020 Will be Submitted Future work |
Graphlck — PL4XGL 9

Generallzatlon -------------------------- ) "

Thank you!
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Problem of Last-k

* An example showing a problem of last-k context abstraction

ol

id(p, i)

if i > 0: | d a 2
. . . ] |
return id(p, i-1);//i3 | [|2 |3] [|2|3 37 \li
/ [i3, |3 i3]

| |
[|| |3] [12,i3,i3] o emeneeny
[|I |3 3 |3]

[2,i3,i3,3] |

else: /'
return p;} : N\

i main(){

| i= input(); ' i m |
= id(2,i);//i2 3-context sensitivity [11.13,i3,i3,i3]
vI = id(1,i);//i| | [2,13,i3,i3,i3] |
" assert (vI |= v2) }//query |

150



Problem of Last-k

* An example showing a problem of last-k context abstraction

=0 5 50 e

id(p, i)

3
S d
' ' id /|3' A
[|I |3] [|2 i3 |3] { Ty
[11.i3,i3,i3] |

[2,i3,i3,3] |

else: main
return p;} , ]

ifi > 0: : - . - . '
° ° ) f‘. . id I3 Id I3 Id 03 I
return id(p, i-1);//i3 | 2| o [ iz s S
1 / i
[i3,i3,i3]

i main(){
b= input(); ' |
= id(2,i)://i2 3-context sen5|t|V|ty [i1,13.i3,i3,i3]
vI — id(1iVi ! {[12.13,i3,i3,i3] |
assert (vI 1= v2) }//quer)’ | Unable to proved the query' |
| (vI = | or 2 &51v2 = | or 2)




Problem of Last-k

* An example showing a problem of last-k context abstraction

if i > 0:

return id(p, i-1);//i3
else:

return p;}

'd(P’ '){ "

i main(){
' | = input();
= id(2,i);//i2 - I[i1,i3,i3,i3,i3] |
= id(1,i);//i | ([12,i3,i3,i3,i3] |
assert (vI |= v2) }//query Important context | |
elements are abandoned!




Our Solution: Keep Important K

* |n important k, |-ctx sensitivity proves the query

id(p, i){ ';'
i ifi >0:
- return id(p, i-1);//i3
else:

return p;}

| main(){

' | = input(); |
= id(2,);//i2 | -context sensitivity =emm=——————

= id(l,i);//il : j Important {|I |2}

f” assert (vI |= v2) }//query | Unlmportant {'3}

153



Our Solution: Keep Important K

* |n important k, |-ctx sensitivity proves the query

23] |

>0 |20

return id(p, i-1);//i3
else:
return p;}

'd(P’ '){ "

RIUNEI .

t main(){ o i [il,75.17]

i = input(); | p = | [ G

= id(2,i);//i2 | -context SensitiVity =mesmm=————————

= id(l,i);//i! | ,; Important {|I |2}
| assert (vl 1= v2);Y/query | IACE RUCK: (9% Unlmportant {|3}

(v =2 &v2=1)



Challenge |
How can we f‘nd a good cIaSS|f‘cat|on7

_ Important {|I |2}
Unlmportant {|3}
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Impact of Important k

* Applying important k improved the performance of a program repair tool for C programs

SAVER: Scalable, Precise, and Safe Memory-Error Repair

Seongjoun Hong Junhiee Lee®
Karea University Korez Un'versity
Republic of Korea Repallic of Kuiea

seongoon@kereaackrs jurhee_lee@<area.acks

ABSTRACT

We present SAVER. a new memory-error repair technigre for C
programs. Memory crrers such as memory keak, deuble free, and
use-after-free are highly prevalent and fixing them requires signif'-
cant effort Automated program repair techniques held the promise
of reduacing thie burden but the state-of-the-ar: i« still unsatisfoactery.
In particular, no existing technigues ane abke W (ix those ersors ina
scalable precise, and safe way, all of which are required for atraly
practizal tool. SAVER aimys te address these shortcamngs. To thiz
cud, we propuse a mictliod bused on a novel tepresentation of the
peozram called objest low graph, which summarizes the progam’s
heap-re ated hehavior ucing static analysis W show that fiving
memary errurs cen be furmulated sy a graph abeling problems over
object tlow graph and present in efficiert algortbm. We evalaaied
SAVER in combinaticn witk Inwen, 2n industrizl-strength static
bug-fudes, and show that 74% of the reouted cros caa be faed
automatically for a raage of open-sourc: C programs.
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1 INIRODUCTION

Recent years have seen significant progress in automated toals for
static error detection and their deployment in prodaciion code |7,
15, 50). Yet, fixing those srrors in practice rerrains mostly a manaal
and unscaluble provess. The longlerm goal of vur reseusch is o
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bridge this gap by cutorating the whole procsas of finding and
fixirg common safety 2rrors at 2ompilz-time.

In this paper, we focus cn fixing memory errors in C programs
such o6 memory leck, use-after-fres, and doukle-free. We target
these errors becanse taey are lngaly prevalent yet difficul: to fix
For example, more than 4,.30) memory leaks have been reportad
and fixed in Linax kernel 1], far more frequently than other errors
such as buffer overflow. Fixing memory errors nanualy, however,
is time-consumning and error-prene; even a sinzle error may require
developers to spend ssveral days or months untl the error gets
fized correctly (e (2] We aim to reduce this burden by achieviag
a practical technique for autamatically fixing memory emors.

Existing Techniques Fecently. several techniques with similar
goak have been preposed in the srogram repair community [18,
3¢, 60] but they suffer from significant drawtacks. On the one
hand, there are teckniques that s:ale to large programs but may
procuce unsafe patches. For example, FooT?Arci [60] is 2 state-of-
the-art ool that can fiz memory leaks in large code xuer bat may
introdace new errors such as double-fres as a side-effact (e.g. see
Section 21). On the ather hand ire tools that guarantee to generate
sufle peiches bul do su at the expense of scalability or repairability
For example, MENFIX [34] can safely fix memory leaks, use-after-
freez, and donhle-frees b i applicable only 10 small programs
(~5KLoC), LeaxFix [18], another safe fixing tool is scalable but
limiied to Bxing simpl: memory-leaks, having a relatively low fix
rate (eg. <15% for GNU utilities [34]. All of these shortcomings of
cxising technicues make them insppropeiate for practical ase.

Cur Approach. ki his paper, we prosen. SAVER, 4 seaalle, pre
cise, and safe technique for avtomatizally fixirg memory errors, To
guarantee cafety, SAVER ises o sound program verification tech-
niue and produces patcles oaly whenit is confident that the cxvor
getsfivec withoat violating other safety conditions. To achieve hizh
repairahility, SAVER sipparts varions firing strategios, inchirding
cenditonal deallocation and sclocation of poiater derclerences, To
this end, we propase a new representatior of the program called ob-
ject low grapk. which is alabeled graph summarizing th? program’s
heap-releted behavier usng a statc heap ana'ysis. The key techni-
cal novelty 1s to formulate the prodlem of fixing memocy emroes as
a labeling preblem cver obect flow zraph and present ar eficient
algoeithm for finding correct labeks, For scalability, SAVER applica
the aferementioned analysis anc verification tachniques s2lectively
and lozally. The analysis is selectve as & uses expensive abstrac-
tions (e.g path-sensitivity) only when doing so benefite. Also, orly
i fraction of the input program i analyeed by effectively slicing
out the program with respect tc the target ercor.

The expermertal results show that SAVER is a practical teol,
significantly vulpzrforming exitiog techniguea We inplemented

T —

i

f Static analysis based memory-error repair technique |
| for C programs published in ICSE 2020

L

Successfulness heavily depends on the
performance of underlying static analysis
Context tunneling significantly improved
the underlying static analysis
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Impact of Important k

* Applying important k improved the performance of a program repair tool for Ocaml programs
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ABSTRACT

Recently, various techniques have been propesed to automatically
peovide personalized feecback on programming exercises. The cut-
ting edge of which is the data-driven approaches that leverage a
corpus of existing correct programs aad repair inccrrect submis-
sions by using similar reference programs in the corpus However,
carrent data-driven techniques work under the strong assumption
that the corpus containg a salution program that is clowe enough
to the incomec: subm:ssion. [n this paper. we presen: CAFE a new
data-driven approach for feedback generation that overcomes this
limitaticn. Unlke »xisting approaches, CAFE uses a novel contaxt-
aware repar agornithm that car generate feedback even if the in-
correct program difters signuficantly from the reference solutions
We inplemented CAFe for OCaml énd evalualed it with 4,211 real
student srugrams, The results slow thet Care is able to tepain $3%
of incorrect submissions, far outperformirg existing approaches.
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+Software and its engineering — Automatic programming.
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1 INTRODUCTION

In recent years, there has been a surge of interest in automatic
feedback generaticn for programming assignments [, 5, 12, 19, 20,
22,33, 35, 34, 39, 40, 47, As the dzmand tor programming education
grows, it is becoming ircreasingly difficalt for an instructor to
provide peomlized fedback toa luge nunber of studests, Sunply
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providing an instructor’s salution as fredback is unsatisfactory, as
studen:s’s attempts typical'y diverge from the reference solution.
I'he goal of automatic feeddack generaton technology 1sto hel
studen:s o understand what they did wrong and how o fix it
without manual ¢ffost of instructora.

Data-Driven Feedback Generation. Among prior techniques,
Jate-driven apprcackes [12, 17, 34, 42, 43] are arguably the curent
statz-ol-the-art. The main idea ol these techaiques 's to leverage a
sorpus of »xisting correct programs, and repair an incorrect pro-
gram by wing simila reference sokations in e conpus, I vonlrast
to approaches that require intarvention of instrucors [5, 19, 39|,
lats-driven techniques are fally antomatic and yet show impreccive
performance n reparing introductory programming exercises.

However, existing data-driven techniquzs have a significant
shortcoming. That is, they rely on a strong assurrption that the
sorpus contains a sclution program that is close to the incorrect
program. For example, two netatle techniques, CLARA [12] and
SamGiN [43) assume z solution exists that is equivalent tc the
incorrect program modalo contral flow:. This assamption, how
sver, does not hold always [22], especislly when providing freddack
heynnd introductory-level exercises. In this case, constructing a
sorpus with the dose-program assumption beccmes a challerge.

Qur Appreach. In this paper, we przsent CAFE, ¢ new dara-
Jiiven feadback geaeraion tedusgue that oveacomes the above
lim#ation. Unlike exmting approaches, CArE can gererate fredback
sven wher the intorect submission is enhstantially different from
reference solutions,

The keystoae of CArPE is its conlext-aware, fuaction-level repair
algorithm. CAFE primarily fargets sizable programming exercises,
where students are freely allowed to define and use theirown helper
functions. 1o repair such a program, CAFE does not seek to find
1 solution program tha: marcaes the submission In its entirety;
inatead, it leverages mubipk, partially matching referances, More
ipecifically, Carx works at the functicn level aiming to separately
repair eack function i the incomrect pragraim by (1) fnding a2 match-
ing functicn from the corpus, (2) computing their diference, and (3)
»xtracting a patch from the difference. A main challenge with this
wpproach is how to find the matching functicn that is wseful for re-
pair. Our key ilea to solve this oroblemn is to :nfer and compare the
origina! intenrof the functions by analyzing their calling contexts Ia
ihe respective programs, which robustly identifies wseful refereances
sven when functions have different syntax and sercantics.

We evaluated Care ina real elassroom setting. The original moti-
vation of this work was ta develop a feedback generation systera far
sur own programming coutse, where we use OCaml and new:om-
ars to functional pregramming ofien have ¢ hard time, Thus, we
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Find a heuristic (classifier) #Z = (f5.;.» 1) that i

* minimizes analysis cost while is precise enough

\.{ ® User-provided precision constraint

e E.g., maintain 90% precision of 2-ctx sensitivity for the training set |

# queries proved by the current heuristic # 00

# queries proved by the fully 2-ctx sensitivity

Classifies all the methods into 2-ctx




Learned Pattern Used In Manually Crafted Heuristics

Scalability-First Pointer Analysis with
Self-Tuning Context-Sensitivity

Yue Li Tian Tan
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ABSTRACT

Costtex-sensitvity is dmportant in pointer analvsis W ensace bhigh
precisian. hut sxstng techniques suffer from onpredictable scala-
Lilicy. Maay vesiants of costext-seasitivity caist, and il s dilleult
to choase nne that leads in reasanable analvsic fime and nhtains
Ligh precision, witlboal runndeg the ey sis maaltiple eocs.

We present the Scann fremewnre that addresses this pmblem
Scarer dlicicnlly cstiiomles U aownt of pownls-le bfeonation
that wanle he needed tn amalyze each methad with ditferens varomts
ol contesl-serstivily, IU iea aclocts e apuiopuale vacsl for
each method so that the total amscunt of points-to information is
Lounded, whide atdiziag e available space o osaxinues precsion.

Our experimental resicts demonstrate that SCALER achieves pre-
dietsble sxalallity for g1l the rvalnated nraarams fc.g X xprodlrp:
can reach 10x for 2-object-sersitivity), while providing a precision
that matehes ar ruen exeeeds that of the hest slternative teckhmigques
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1 INTRODUCTION

Podnter analveis is a tamily of stabic analysis technigues that provide
a foundation for many other analyses and software engincering
tasks, suck as program sicing [14, 33]. reflection anazysis [19, 31].
bug detectan |15, J6], soourity snalysia [1, 24], program verifica

tion [8, 27], cud progran debugsing and compeehension [3, 21].

The aral af pamter anslpss iz tn statieally compute o act af nheets
(ebstracted as their allocation sites) thal o progrant vasizole may
pmint ta during rim Hme. Althangh stating this poal is cimple. 1t

Pevndeshoo w0 mave el or kacd cophes of all or part 27 Dus woric oc parsonal or
clasgroors uss 15 pranted wit ot fee srovided dhat corles we nat xasie or distributed
frvr ol == seenmenc o milbswntag e and the e lesr Bsoncd o ad e falalvo e
v Lhe fird pewe Cogmn Hle s rommporedx of 1he werk ewrac by el™enc Tan the
suthens) prst be scnared. fostmcting wah eredit b pernexizd. To copy wharwis:, or
reewhhuli b pas an corvene o be rdveniate 1 Twerg vaquimas panr spee Fo prrraesine
andloe s fes Saqeas wericanrs fam perniese e (Qaem oy,
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Figure 1: Comparisan of ranning time (seconds) nf 2-ohject
sensilivily, 2-lype sensilivily, and contexl-inscnsilive analy-
ses. The y-axis is truncated to 7000 secands for readahility,
and all runcated cases reach the Lime budget, 10800 seconds.

challergiog to prodwce precise exedyais results withoul saceificing
scalability [17. 90, %3], Thus, for derades, researchers have cantine
ued 1o develop sophisticatod poltter analvsis teclugues (2, 14
14,18, 22, 24, 25,57, 53,17, 18]

Quc ol Qe Jey mechanisos for achievag high aoedysis prodsion
is context sensitivicy. which allaws each program method o be
amalvzed difviently sccordug W G conlext o s used w [17]
Comtext sensitivity has diferent variants, depending on the kind of
conleat pdurnalion vsed, For Java progams, obocl senstlivily [ 257
and type-sensitivity [12] have proven to be quite effective. The
Jornner i3 sluketly toere precsc bal less clicient Usan S lalte 15,
17). However, with any available variaat, although the analysis can
zZamoan proviaian, sealability is knawm ta he unpredictahic [43, 4¥],
it the sense that programs very sinilar in size ard other complexity
maetnes may have campletely different asalanility profiles

Figute | shows lioes spent avaly zing 10 veal-wordd Java pro-
grams' nnder 2-ohject-sensitivity (2053) [23], which is amomp
e puost precise vadiants of coatexl sensitivily, 2-1y pe-sensitivily
(2typa) [527, and context-nsenanvity (CT]. We abcerve that

o 20bj is mot scalable for 6 out of 10 progras withio 3 hwucs,
whi'e it can fimsh runamg for § pragrams within 3 minotes;

o progesm size ig far fromaarehable predicear Sor esample; jython
{12 718 methods) is smaller than briss (26 382 methads), how-
ever, 2uypa is not sarslshle for the former 7t cezlzhle for the
luter;

"nvu.cvr'l'lu(ul:u npensataesy applieate s crelabing the b |y mancd
e e T he THC s po b e ek Y]

FSE 2018

earned pattern for 2-obj in our OOPSLA |7 paper

Manually crafted heuristic

| Scaler treats methods under package java.util.*
Z specially, explicitly assigning them to be analyzed
Iby the most precise context sensitivity (i.e., 20b
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